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    macaw_auth

This software is a very early release, and not ready for general use.

Public home: github.com/dcoai/macaw_auth · Docs: hexdocs.pm
Authentication for Phoenix hosts, implemented once for the Macaw family's host applications (dco-tek/macaw_compose#32). A narrow contract that apps use, with backends behind it.
	Module	What it does
	Macaw.Auth	the contract: authenticate, sessions, steps, revocation that reaches open pages, viewer/1
	Macaw.Auth.Backend	what a backend implements: who someone is, and their sessions; and a check of its configuration, which refuses boot on a fault
	Macaw.Auth.Authorizer	what the app implements: what a user may do (authorize/3); none configured, nothing is allowed
	Macaw.Auth.Plug	plugs for a Phoenix router: fetch the user, require sign-in or a role, authorize, sign in and out, step through second factor and password change
	Macaw.Auth.Live	LiveView on_mount hooks that disconnect a page the moment its session is revoked
	Macaw.Auth.Conformance	the kit every backend runs

Backends: Macaw.Auth.Native (passwords, LDAP, hashed sessions, throttling, TOTP), here, and Macaw.Auth.Ash (AshAuthentication), in its own library, macaw_auth_ash, so this one never depends on Ash.
The native backend: users and sessions in the host's repo (mix macaw_auth.gen.migration writes the macaw_auth_users, macaw_auth_sessions and second-factor migrations, only those a host lacks), and authenticate/2 through a chain of sources tried in order, where the first that knows the user decides: local password hashes (bcrypt or argon2, rehashed at sign-in) and LDAP directories over OTP's :eldap (TLS verified, plaintext refused unless allowed, directory users provisioned at first sign-in with their roles re-derived at every one). mix macaw_auth.ldap.check SOURCE USERNAME walks a directory sign-in step by step. Sessions store only a SHA-256 of their 32-byte token, expire after session_idle_days (default 14) unused, and record use at most hourly; sign-in failures back off per username and per client address (2^(n-5) s after five, capped at 15 minutes). The second factor is TOTP (RFC 6238 via nimble_totp, ±1 step, each step accepted once by a conditional update) with ten single-use recovery codes stored as SHA-256; the secret is sealed at rest with AES-256-GCM under sealing_key, and code attempts go through the same throttle. totp_required (true or a list of roles) makes a user who hasn't enrolled owe enrollment. Macaw.Auth.Native.enroll_begin/2, enroll_confirm/3, disable/3, admin_reset/2, regenerate_recovery_codes/2, and Macaw.Auth.Plug.verify_second_factor/2 for the step's page.
Users are administered without host code: Macaw.Auth.Native.bootstrap_admin/1 makes the first admin only while no user exists (safe at every boot), and mix macaw_auth.user list | add NAME --role R | disable NAME | enable NAME | password NAME | roles NAME R… | reset-second-factor NAME answers in JSON lines, the password from MACAW_AUTH_USER_PASSWORD, never argv. The same commands, and the bootstrap, are release entry points for an app's <app>-ctl (Macaw.Auth.Native.Release, on macaw_host's release protocol).
From Hex:
{:macaw_auth, "~> 0.4.1"}
Phoenix and LiveView are required dependencies: the plugs redirect with Phoenix.Controller and flash a refused role, so the browser pipeline needs fetch_flash.
config :macaw_auth, Macaw.Auth.Native,
  repo: MyApp.Repo,
  hasher: Macaw.Auth.Native.Hasher.Bcrypt,   # add {:bcrypt_elixir, "~> 3.2"} (or Argon2 and {:argon2_elixir, "~> 4.1"})
  session_idle_days: 14,
  totp_issuer: "My App",
  totp_required: ["admin"],                    # or true, or false (the default)
  sealing_key: {MyApp.Secrets, :sealing_key, []},   # or a binary of >= 32 bytes
  sources: [
    %{type: :password},
    %{type: :ldap, name: "nas", host: "nas.example.test", port: 389, ssl: false, starttls: true,
      cacertfile: "/etc/ssl/nas-ca.pem", user_dn_template: "uid={username},cn=users,dc=example,dc=test",
      groups: %{base_dn: "cn=groups,dc=example,dc=test", member_attr: "memberUid"},
      required_group: "macaw", role_mapping: %{"macaw-admin" => "admin"}, default_role: "viewer"}
  ]
config :macaw_auth,
  backend: Macaw.Auth.Native,
  pubsub: MyApp.PubSub,
  endpoint: MyAppWeb.Endpoint,            # revocation also disconnects LiveView sockets
  remember_cookie: "_my_app_remember",    # optional; default "_macaw_auth_remember"
  authorizer: MyApp.Authorizer            # a Macaw.Auth.Authorizer; without one, authorize refuses everything

import Macaw.Auth.Plug
plug :fetch_session
plug :fetch_flash
plug Macaw.Plug.ClientIp, trusted_proxies: [...]
plug :fetch_current_user
Remember me. Macaw.Auth.Plug.log_in(conn, user, remember: true) also sets a signed cookie holding the session's token, for the backend's idle limit (Macaw.Auth.session_idle_seconds/1), http_only, same_site: "Lax", and secure whenever the request is https (no setting turns that off). fetch_current_user/2 reads it only when the session has no token, and sets it again whenever the backend records the session's use, so a browser in use keeps it; a revoked session's cookie no longer resolves, and log_out/1 deletes it. The session cookie itself is the host's endpoint's: set secure: true in its Plug.Session options on an https site.
LiveView sockets. log_in/3 puts live_socket_id ("macaw_auth_sessions:<session id>") in the session. With :endpoint configured, every revocation (Macaw.Auth.revoke/2, sign-out) broadcasts "disconnect" on it, so Phoenix drops the session's sockets; without it, the hooks' own guard still takes revoked pages away.
Part of Macaw (spec/00 §4, host libraries). Released on Hex.


  

    Changelog

v0.4.1 (2026-10-28)
	On Hex: depends on macaw_plug ~> 0.1.4 and macaw_host ~> 0.1.4 from Hex instead of their git tags, and the README installs from Hex (macaw#155).
	The README opens with the early-release notice (macaw#174).
	Package metadata for Hex: the public home, the changelog link, the files shipped, and docs with ex_doc (macaw_compose#155).

v0.4.0 (2026-10-27)
	check_config!/0: every backend's configuration checked at boot; v0.4.0 (part of macaw_compose#89)

v0.3.1 (2026-10-27)
	plug require_role sends a signed-out visitor to sign in; v0.3.1

v0.3.0 (2026-10-27)
	authorize/3, closed by default; v0.3.0

v0.2.0 (2026-10-27)
	races, re-check guard, smaller fixes, create_session error return; v0.2.0

v0.1.1 (2026-10-27)
	macaw_auth 0.1.1: Macaw.Auth.announce_revoked/2

v0.1.0 (2026-10-27)
	macaw_auth 0.1.0: the contract, the conformance kit, and the native backend (passwords, LDAP, sessions, throttle, TOTP)



  

    
Macaw.Auth 
    



      
Authentication for Phoenix hosts: one contract, with a backend behind it.
An app configures a backend and its paths:
config :macaw_auth,
  backend: Macaw.Auth.Native,
  paths: %{sign_in: "/login", sign_out: "/logout", home: "/",
           second_factor: "/login/totp", second_factor_enroll: "/totp/enroll",
           password_change: "/password"},
  pubsub: MyApp.PubSub,
  endpoint: MyAppWeb.Endpoint,
  authorizer: MyApp.Authorizer
and uses the plugs (Macaw.Auth.Plug) and LiveView hooks
(Macaw.Auth.Live). Everything here is the same for every backend:
	Steps. A session may owe steps before the app is open to it, in
order: a second factor (an enrolled user), enrolling one (policy
requires it), a password change. Meanwhile only that step's page and
sign-out are reachable.

	Revocation reaches open pages. Every revocation goes through
revoke/2, which tells each open LiveView of the user's sessions, so a
revoked page disconnects at once. Without :pubsub that is this node
(a Registry); with it, every node. With :endpoint (the host's
Phoenix endpoint), it also broadcasts "disconnect" on each revoked
session's live_socket_id/1, which Macaw.Auth.Plug.log_in/3 puts in
the session, so Phoenix drops those sockets too:
config :macaw_auth, endpoint: MyAppWeb.Endpoint

	The viewer. viewer/1 gives a Macaw page the viewer: identity and
roles, never preferences.

	What a user may do is the app's. authorize/3 asks the app's
Macaw.Auth.Authorizer; with none configured, nothing is allowed.



      


      
        Summary


  
    Types
  


    
      
        step()

      


    





  
    Functions
  


    
      
        allowed_paths(step)

      


        The paths reachable while a session owes step.



    


    
      
        announce_revoked(user_id, ids)

      


        Tells user_id's open pages that sessions ids ended, so they disconnect.



    


    
      
        authenticate(credentials, opts \\ [])

      


        Checks credentials through the backend.



    


    
      
        authorize(user, action, resource)

      


        Whether user may do action to resource: the answer of the app's
authorizer (config :macaw_auth, authorizer: MyApp.Authorizer, a
Macaw.Auth.Authorizer), and false when none is configured. An answer
other than true or false raises CaseClauseError, and whatever the
authorizer raises goes on up: a fault in the app is never a refusal.



    


    
      
        backend()

      


        The configured backend module.



    


    
      
        complete_step(session_id, step, opts \\ [])

      


        Records a completed step on a session: :ok, or {:error, :invalid}
when the session no longer exists (revoked meanwhile).



    


    
      
        create_session(user, opts \\ [])

      


        Starts a session. The second factor counts as passed unless the user has
one enrolled or required, which the session then owes. {:error, :invalid} when the backend refuses it (the user no longer exists).



    


    
      
        fetch(token, opts \\ [])

      


        Resolves a token: {:ok, user, session} or {:error, reason}.



    


    
      
        fetch_by_id(id, opts \\ [])

      


        Resolves a session by id (an open page's re-check).



    


    
      
        list_sessions(user_id, opts \\ [])

      


        A user's sessions, newest first.



    


    
      
        live_socket_id(session_id)

      


        The live_socket_id of session session_id,
"macaw_auth_sessions:<session id>": Macaw.Auth.Plug.log_in/3 puts it
in the session, so Phoenix names that session's LiveView sockets by it,
and a revocation broadcasts "disconnect" on it (announce_revoked/2).



    


    
      
        path(name)

      


        A configured path (:sign_in, :home, a step), else its default. A
name neither configured nor one of the defaults raises ArgumentError
naming it.



    


    
      
        pending_step(user, session)

      


        The step a session owes before the app, or nil: a second factor (an
enrolled user who hasn't passed it this session), enrolling one (policy
requires it), then a password change.



    


    
      
        revoke(target, opts \\ [])

      


        Revokes one session (an id) or all of a user's ({:user, id}, with
:except), and tells their open pages, which disconnect.



    


    
      
        session_idle_seconds(opts \\ [])

      


        How long a session may go unused before the backend expires it, in
seconds: the remember cookie's max_age.



    


    
      
        steps()

      


        The steps, in the order a session owes them.



    


    
      
        subscribe(user_id)

      


        Subscribes the caller to revocations of user_id's sessions.



    


    
      
        verify_second_factor(session_id, code, opts \\ [])

      


        Checks a second-factor code for session session_id's user; on success
the session's :second_factor step is complete. Options: :remote_ip
(for the throttle), :now.



    


    
      
        viewer(arg1)

      


        The viewer for a Macaw page: %{id, username, roles, source}, or nil when
signed out. Identity and access only; display preferences are state,
never part of the viewer (macaw_compose spec 01 §2).



    





      


      
        Types


        


  
    
      
    
    
      step()



        
          
        

    

  


  

      

          @type step() :: :second_factor | :second_factor_enroll | :password_change


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allowed_paths(step)



        
          
        

    

  


  

      

          @spec allowed_paths(step()) :: [String.t()]


      


The paths reachable while a session owes step.

  



  
    
      
    
    
      announce_revoked(user_id, ids)



        
          
        

    

  


  

      

          @spec announce_revoked(term(), [term()]) :: :ok


      


Tells user_id's open pages that sessions ids ended, so they disconnect.
revoke/2 calls this after its backend revokes. A backend whose sessions
can also be revoked outside macaw_auth (an Ash token revoked through Ash,
say) calls it from that path too, so open pages hear of every revocation,
whoever made it. Announcing nothing is a no-op.
With config :macaw_auth, endpoint: MyAppWeb.Endpoint, it also
broadcasts "disconnect" on each session's live_socket_id/1, so
Phoenix closes those sessions' LiveView sockets as well. Without
:endpoint that broadcast is skipped; the hooks' guard
(Macaw.Auth.Live) still takes the open pages away.

  



    

  
    
      
    
    
      authenticate(credentials, opts \\ [])



        
          
        

    

  


  

      

          @spec authenticate(map(), keyword()) :: {:ok, Macaw.Auth.User.t()} | {:error, term()}


      


Checks credentials through the backend.

  



  
    
      
    
    
      authorize(user, action, resource)



        
          
        

    

  


  

      

          @spec authorize(Macaw.Auth.User.t(), atom(), term()) :: boolean()


      


Whether user may do action to resource: the answer of the app's
authorizer (config :macaw_auth, authorizer: MyApp.Authorizer, a
Macaw.Auth.Authorizer), and false when none is configured. An answer
other than true or false raises CaseClauseError, and whatever the
authorizer raises goes on up: a fault in the app is never a refusal.

  



  
    
      
    
    
      backend()



        
          
        

    

  


  

      

          @spec backend() :: module()


      


The configured backend module.

  



    

  
    
      
    
    
      complete_step(session_id, step, opts \\ [])



        
          
        

    

  


  

      

          @spec complete_step(term(), step(), keyword()) :: :ok | {:error, :invalid}


      


Records a completed step on a session: :ok, or {:error, :invalid}
when the session no longer exists (revoked meanwhile).

  



    

  
    
      
    
    
      create_session(user, opts \\ [])



        
          
        

    

  


  

      

          @spec create_session(Macaw.Auth.User.t(), keyword()) ::
  {:ok, binary(), Macaw.Auth.Session.t()} | {:error, :invalid}


      


Starts a session. The second factor counts as passed unless the user has
one enrolled or required, which the session then owes. {:error, :invalid} when the backend refuses it (the user no longer exists).

  



    

  
    
      
    
    
      fetch(token, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch(binary() | nil, keyword()) ::
  {:ok, Macaw.Auth.User.t(), Macaw.Auth.Session.t()} | {:error, atom()}


      


Resolves a token: {:ok, user, session} or {:error, reason}.

  



    

  
    
      
    
    
      fetch_by_id(id, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch_by_id(term(), keyword()) ::
  {:ok, Macaw.Auth.User.t(), Macaw.Auth.Session.t()} | {:error, atom()}


      


Resolves a session by id (an open page's re-check).

  



    

  
    
      
    
    
      list_sessions(user_id, opts \\ [])



        
          
        

    

  


  

      

          @spec list_sessions(term(), keyword()) :: [Macaw.Auth.Session.t()]


      


A user's sessions, newest first.

  



  
    
      
    
    
      live_socket_id(session_id)



        
          
        

    

  


  

      

          @spec live_socket_id(term()) :: String.t()


      


The live_socket_id of session session_id,
"macaw_auth_sessions:<session id>": Macaw.Auth.Plug.log_in/3 puts it
in the session, so Phoenix names that session's LiveView sockets by it,
and a revocation broadcasts "disconnect" on it (announce_revoked/2).

  



  
    
      
    
    
      path(name)



        
          
        

    

  


  

      

          @spec path(atom()) :: String.t()


      


A configured path (:sign_in, :home, a step), else its default. A
name neither configured nor one of the defaults raises ArgumentError
naming it.

  



  
    
      
    
    
      pending_step(user, session)



        
          
        

    

  


  

      

          @spec pending_step(Macaw.Auth.User.t(), Macaw.Auth.Session.t()) :: step() | nil


      


The step a session owes before the app, or nil: a second factor (an
enrolled user who hasn't passed it this session), enrolling one (policy
requires it), then a password change.

  



    

  
    
      
    
    
      revoke(target, opts \\ [])



        
          
        

    

  


  

      

          @spec revoke(term() | {:user, term()}, keyword()) :: :ok


      


Revokes one session (an id) or all of a user's ({:user, id}, with
:except), and tells their open pages, which disconnect.

  



    

  
    
      
    
    
      session_idle_seconds(opts \\ [])



        
          
        

    

  


  

      

          @spec session_idle_seconds(keyword()) :: pos_integer()


      


How long a session may go unused before the backend expires it, in
seconds: the remember cookie's max_age.

  



  
    
      
    
    
      steps()



        
          
        

    

  


  

      

          @spec steps() :: [step()]


      


The steps, in the order a session owes them.

  



  
    
      
    
    
      subscribe(user_id)



        
          
        

    

  


  

      

          @spec subscribe(term()) :: :ok


      


Subscribes the caller to revocations of user_id's sessions.

  



    

  
    
      
    
    
      verify_second_factor(session_id, code, opts \\ [])



        
          
        

    

  


  

      

          @spec verify_second_factor(term(), term(), keyword()) :: :ok | {:error, atom()}


      


Checks a second-factor code for session session_id's user; on success
the session's :second_factor step is complete. Options: :remote_ip
(for the throttle), :now.

  



  
    
      
    
    
      viewer(arg1)



        
          
        

    

  


  

      

          @spec viewer(Plug.Conn.t() | map()) :: map() | nil


      


The viewer for a Macaw page: %{id, username, roles, source}, or nil when
signed out. Identity and access only; display preferences are state,
never part of the viewer (macaw_compose spec 01 §2).

  


        

      


  

    
Macaw.Auth.Authorizer behaviour
    



      
What an app implements to decide what a user may do: one callback,
authorize/3. It is the app's, not the backend's: a backend says who
someone is, the app says what they may do. The app names its module:
config :macaw_auth, authorizer: MyApp.Authorizer
and asks through Macaw.Auth.authorize/3, the plug
Macaw.Auth.Plug.authorize/2 or the hook {:authorize, action} of
Macaw.Auth.Live.
Closed by default: with no authorizer configured, nothing is
allowed. Roles stay the app's too; a plain membership check is
require_role.
The answer is true or false. Anything else, and anything the
callback raises, is a fault in the app and crashes the request or page;
nothing catches it.

      


      
        Summary


  
    Callbacks
  


    
      
        authorize(user, action, resource)

      


        Whether user may do action (an atom the app chooses) to resource
(the app's own term, nil when the guard names none).



    





      


      
        Callbacks


        


  
    
      
    
    
      authorize(user, action, resource)



        
          
        

    

  


  

      

          @callback authorize(user :: Macaw.Auth.User.t(), action :: atom(), resource :: term()) ::
  boolean()


      


Whether user may do action (an atom the app chooses) to resource
(the app's own term, nil when the guard names none).

  


        

      


  

    
Macaw.Auth.Backend behaviour
    



      
What a backend implements: who someone is, and their sessions. Nothing
else. The plugs, hooks, steps, paths and the revocation push are
Macaw.Auth's, the same for every backend, so a backend never
reimplements them. And one check: check_config!/0, which the
application calls at start, so a misconfigured backend refuses boot.
Every function but check_config!/0 takes opts; :now (a
DateTime) overrides the clock, so expiry is testable. A backend never
raises for an ordinary refusal: it returns an error value. Only
check_config!/0 raises, for a fault in its configuration. It must:
	store no more than a hash of a session token;
	spend the same time refusing an unknown user as a wrong password, and
give both the same refusal;
	refuse a disabled user's sessions, and expire idle ones.

The conformance kit (Macaw.Auth.Conformance) checks what it can of
these: no token stored as it is, the same refusal, disabled and idle
sessions refused. It does not check timing; a backend's own suite does.

      


      
        Summary


  
    Types
  


    
      
        credentials()

      


    


    
      
        opts()

      


    


    
      
        refusal()

      


    





  
    Callbacks
  


    
      
        authenticate(credentials, opts)

      


        Checks credentials (%{username: _, password: _} at least). context
carries :remote_ip, for throttling by address.



    


    
      
        check_config!()

      


        Checks the backend's whole configuration, as its first sign-in would
read it: :ok, or a raise naming the fault (the setting, and what is
wrong with it). Macaw.Auth.Application calls it at start for the
configured backend, and matches its :ok, so a fault refuses boot
rather than failing a sign-in.



    


    
      
        complete_step(term, step, opts)

      


        Records that a session has completed a step (:second_factor,
:password_change): :ok, or {:error, :invalid} when the session
doesn't exist (revoked meanwhile), never a raise.



    


    
      
        create_session(t, opts)

      


        Starts a session for a user who passed authenticate/2; returns the
token for the client, or {:error, :invalid} when the user no longer
exists (deleted since signing in), never a session for them. Options:
:remote_ip, :user_agent, :second_factor_passed.



    


    
      
        fetch_session(binary, opts)

      


        Resolves a token. touch: true (a request) may record use, no more than
the backend's interval; touch: false (a re-check) never extends a
session.



    


    
      
        fetch_session_by_id(term, opts)

      


        As fetch_session/2, by session id: what an open page re-checks with.



    


    
      
        list_sessions(term, opts)

      


        A user's sessions, newest first.



    


    
      
        revoke_sessions(arg1, opts)

      


        Revokes sessions: one id, or every session of a user ({:user, id}),
with :except keeping one. Returns {user_id, revoked_ids}, the ids
empty when there was nothing to revoke.



    


    
      
        session_idle_seconds(opts)

      


        How long a session may go unused before it expires, in seconds: the
idle limit fetch_session/2 expires sessions by. The remember cookie
lives this long (Macaw.Auth.Plug.log_in/3).



    


    
      
        verify_second_factor(term, term, opts)

      


        Checks a second-factor code for the user of a session (a TOTP code or a
recovery code); on success completes the session's :second_factor
step. A code is accepted once: the same code again is refused. A
backend throttles these attempts as it does sign-ins. :ok, or
{:error, :invalid_code | :throttled}, or the session's own refusal.
Options: :remote_ip, :now.



    





      


      
        Types


        


  
    
      
    
    
      credentials()



        
          
        

    

  


  

      

          @type credentials() :: %{optional(atom()) => term()}


      



  



  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: keyword()


      



  



  
    
      
    
    
      refusal()



        
          
        

    

  


  

      

          @type refusal() ::
  :invalid_credentials | :disabled | :throttled | {:unavailable, String.t()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      authenticate(credentials, opts)



        
          
        

    

  


  

      

          @callback authenticate(credentials(), opts()) ::
  {:ok, Macaw.Auth.User.t()} | {:error, refusal()}


      


Checks credentials (%{username: _, password: _} at least). context
carries :remote_ip, for throttling by address.

  



  
    
      
    
    
      check_config!()



        
          
        

    

  


  

      

          @callback check_config!() :: :ok


      


Checks the backend's whole configuration, as its first sign-in would
read it: :ok, or a raise naming the fault (the setting, and what is
wrong with it). Macaw.Auth.Application calls it at start for the
configured backend, and matches its :ok, so a fault refuses boot
rather than failing a sign-in.

  



  
    
      
    
    
      complete_step(term, step, opts)



        
          
        

    

  


  

      

          @callback complete_step(term(), Macaw.Auth.step(), opts()) :: :ok | {:error, :invalid}


      


Records that a session has completed a step (:second_factor,
:password_change): :ok, or {:error, :invalid} when the session
doesn't exist (revoked meanwhile), never a raise.

  



  
    
      
    
    
      create_session(t, opts)



        
          
        

    

  


  

      

          @callback create_session(Macaw.Auth.User.t(), opts()) ::
  {:ok, binary(), Macaw.Auth.Session.t()} | {:error, :invalid}


      


Starts a session for a user who passed authenticate/2; returns the
token for the client, or {:error, :invalid} when the user no longer
exists (deleted since signing in), never a session for them. Options:
:remote_ip, :user_agent, :second_factor_passed.

  



  
    
      
    
    
      fetch_session(binary, opts)



        
          
        

    

  


  

      

          @callback fetch_session(binary(), opts()) ::
  {:ok, Macaw.Auth.User.t(), Macaw.Auth.Session.t()}
  | {:error, :invalid | :expired | :disabled}


      


Resolves a token. touch: true (a request) may record use, no more than
the backend's interval; touch: false (a re-check) never extends a
session.

  



  
    
      
    
    
      fetch_session_by_id(term, opts)



        
          
        

    

  


  

      

          @callback fetch_session_by_id(term(), opts()) ::
  {:ok, Macaw.Auth.User.t(), Macaw.Auth.Session.t()}
  | {:error, :invalid | :expired | :disabled}


      


As fetch_session/2, by session id: what an open page re-checks with.

  



  
    
      
    
    
      list_sessions(term, opts)



        
          
        

    

  


  

      

          @callback list_sessions(term(), opts()) :: [Macaw.Auth.Session.t()]


      


A user's sessions, newest first.

  



  
    
      
    
    
      revoke_sessions(arg1, opts)



        
          
        

    

  


  

      

          @callback revoke_sessions(term() | {:user, term()}, opts()) :: {term(), [term()]}


      


Revokes sessions: one id, or every session of a user ({:user, id}),
with :except keeping one. Returns {user_id, revoked_ids}, the ids
empty when there was nothing to revoke.

  



  
    
      
    
    
      session_idle_seconds(opts)



        
          
        

    

  


  

      

          @callback session_idle_seconds(opts()) :: pos_integer()


      


How long a session may go unused before it expires, in seconds: the
idle limit fetch_session/2 expires sessions by. The remember cookie
lives this long (Macaw.Auth.Plug.log_in/3).

  



  
    
      
    
    
      verify_second_factor(term, term, opts)



        
          
        

    

  


  

      

          @callback verify_second_factor(term(), term(), opts()) ::
  :ok | {:error, :invalid_code | :throttled | :invalid | :expired | :disabled}


      


Checks a second-factor code for the user of a session (a TOTP code or a
recovery code); on success completes the session's :second_factor
step. A code is accepted once: the same code again is refused. A
backend throttles these attempts as it does sign-ins. :ok, or
{:error, :invalid_code | :throttled}, or the session's own refusal.
Options: :remote_ip, :now.

  


        

      


  

    
Macaw.Auth.Conformance 
    



      
The conformance kit: what every Macaw.Auth.Backend must do, as tests a
backend's author runs.
defmodule MyBackend.ConformanceTest do
  use Macaw.Auth.Conformance, backend: MyBackend, fixtures: MyBackend.Fixtures
end
The fixtures module implements Macaw.Auth.Conformance.Fixtures: it resets
the backend's store, makes users, disables and deletes them, says how
long a session may idle, and lists every value the backend stores for
sessions, so the kit can prove no token is stored as it is.
A backend still being built may name a capability it doesn't have yet
with pending: [second_factor: "why"]: the kit's tests that need it
are then skipped, and say so in every test run's summary, rather than
removed or passed by a fixture that pretends. The only capability so
far is :second_factor (enrolling, verifying and requiring one).
The kit checks:
	valid credentials sign in; a wrong password and an unknown user are the
same refusal (no enumeration); a disabled user is refused;
	a session round-trips by token and by id; a garbage token is invalid;
	a user deleted since signing in gets no session ({:error, :invalid});
	no session token is ever stored as it is;
	revoking one session, or all but one, ends them, and tells a
subscribed process (an open page) which ids ended;
	an idle session expires, and a re-check (touch: false) never extends
one; the backend's session_idle_seconds/1 is the fixture's
idle_seconds/0 (the remember cookie's lifetime); a disabled user's
live session is refused;
	a user's sessions list newest first;
	completing a step of a revoked session is {:error, :invalid};
	a user with a second factor owes it, and completing the step clears it;
a user enrolled through the fixture is reported :enrolled; a valid
code passes the step (Macaw.Auth.verify_second_factor/3), a wrong
one doesn't, and a code is accepted once; a user whom policy
requires to have one owes enrollment;
	the backend exports check_config!/0, the check the application
makes at start, and it is :ok for the configuration the kit's tests
run under.


      




  

    
Macaw.Auth.Conformance.Fixtures behaviour
    



      
What a backend gives the conformance kit.

      


      
        Summary


  
    Callbacks
  


    
      
        delete!(t)

      


        Deletes a user from the backend's store, as an administrator would,
after they signed in: the kit then asks for a session for them.



    


    
      
        disable!(t)

      


        Disables a user.



    


    
      
        enroll_second_factor!(t)

      


        Enrolls user in the backend's second factor, the way a user would
(begin, then confirm with a valid code), and returns a function that
gives a code the backend accepts at the moment it is called and has
not yet accepted: a fresh device's current code. (A fixture that
confirmed with the current step's code should have confirmed with the
previous step's, so the current one is still unspent.)



    


    
      
        idle_seconds()

      


        How long a session may idle before it expires, in seconds.



    


    
      
        reset!()

      


        Resets the backend's store before each test.



    


    
      
        stored_session_values()

      


        Every value the backend stores for sessions (to prove no token is stored as is).



    


    
      
        user!(map)

      


        Makes a user; attrs may set :second_factor (:none | :enrolled | :required). Returns the user and credentials that sign it in.



    





      


      
        Callbacks


        


  
    
      
    
    
      delete!(t)



        
          
        

    

  


  

      

          @callback delete!(Macaw.Auth.User.t()) :: :ok


      


Deletes a user from the backend's store, as an administrator would,
after they signed in: the kit then asks for a session for them.

  



  
    
      
    
    
      disable!(t)



        
          
        

    

  


  

      

          @callback disable!(Macaw.Auth.User.t()) :: :ok


      


Disables a user.

  



  
    
      
    
    
      enroll_second_factor!(t)



        
          
        

    

  


  

      

          @callback enroll_second_factor!(Macaw.Auth.User.t()) :: (-> String.t())


      


Enrolls user in the backend's second factor, the way a user would
(begin, then confirm with a valid code), and returns a function that
gives a code the backend accepts at the moment it is called and has
not yet accepted: a fresh device's current code. (A fixture that
confirmed with the current step's code should have confirmed with the
previous step's, so the current one is still unspent.)

  



  
    
      
    
    
      idle_seconds()



        
          
        

    

  


  

      

          @callback idle_seconds() :: pos_integer()


      


How long a session may idle before it expires, in seconds.

  



  
    
      
    
    
      reset!()



        
          
        

    

  


  

      

          @callback reset!() :: :ok


      


Resets the backend's store before each test.

  



  
    
      
    
    
      stored_session_values()



        
          
        

    

  


  

      

          @callback stored_session_values() :: [binary()]


      


Every value the backend stores for sessions (to prove no token is stored as is).

  



  
    
      
    
    
      user!(map)



        
          
        

    

  


  

      

          @callback user!(map()) :: {Macaw.Auth.User.t(), map()}


      


Makes a user; attrs may set :second_factor (:none | :enrolled | :required). Returns the user and credentials that sign it in.

  


        

      


  

    
Macaw.Auth.Live 
    



      
The LiveView side of Macaw.Auth:
live_session :signed_in, on_mount: [{Macaw.Auth.Live, :require_authenticated}] do
  live "/", DashboardLive
end

live_session :admin, on_mount: [{Macaw.Auth.Live, {:require_role, ["admin"]}}] do
  live "/admin", AdminLive
end

live_session :posts,
  on_mount: [{Macaw.Auth.Live, {:authorize, :edit, resource: &MyAppWeb.Posts.post/2}}] do
  live "/posts/:id/edit", PostEditLive
end
{:authorize, action} asks the app's authorizer (Macaw.Auth.authorize/3)
whether the user may do action to the resource: what the :resource
option's function (a remote capture, &Mod.fun/2) gives of the page's
params and socket at mount, else nil. With no authorizer configured,
every such page is refused.
:mount_current_user only assigns. The others also guard an open page:
it subscribes to its user's revocations and disconnects at once when its
session is revoked, and re-checks its session every :revalidate_ms
(default 60 s) without extending it. The re-check refreshes the user and
applies the mount's guard again: a page whose user lost its role, or
whose authorizer now refuses it (asked about the resource the page
mounted with), goes home, and one whose session now owes a step goes to
that step.
With config :macaw_auth, endpoint: MyAppWeb.Endpoint, a revocation
also has Phoenix drop the session's sockets, by the live_socket_id
Macaw.Auth.Plug.log_in/3 put in the session (Macaw.Auth.announce_revoked/2).

      




  

    
Macaw.Auth.Native 
    



      
The native backend: users and sessions in the host's database,
passwords checked by a chain of sources (local password hashes, LDAP
directories), sign-in failures throttled.
config :macaw_auth, backend: Macaw.Auth.Native
config :macaw_auth, Macaw.Auth.Native,
  repo: MyApp.Repo,
  sources: [%{type: :password}, %{type: :ldap, name: "nas", ...}],
  session_idle_days: 14
and mix macaw_auth.gen.migration for the tables. The pieces:
	Macaw.Auth.Native.Config: the configuration, parsed once, every
fault named;
	Macaw.Auth.Native.Source: the chain (the first source that knows the
user decides) and its two sources, Password and Ldap;
	Macaw.Auth.Native.Provision: directory users' rows, made at their
first sign-in and their roles re-derived at every one;
	Macaw.Auth.Native.Hasher: bcrypt or argon2, rehashing at sign-in;
	Macaw.Auth.Native.Throttle: backoff after repeated failures, per
username and per client address;
	Macaw.Auth.Native.Sessions: hashed session tokens, idle expiry,
steps;
	Macaw.Auth.Native.Totp: the second factor, TOTP and recovery codes,
its secret sealed at rest (Macaw.Auth.Native.Seal);
	Macaw.Auth.Native.UserRecord, Macaw.Auth.Native.SessionRecord and
Macaw.Auth.Native.RecoveryCodeRecord: the macaw_auth_users,
macaw_auth_sessions and macaw_auth_recovery_codes schemas.

One refusal. Whatever a source's reason, the caller sees
:invalid_credentials, or :disabled for a disabled user who gave
the right password, or :throttled while a wait runs. The specific
reason, and the source, go to telemetry
([:macaw_auth, :native, :authenticate]) and to
mix macaw_auth.ldap.check.
The second factor. A user's second_factor is :enrolled once they
confirm a TOTP enrollment, else :required when policy
(totp_required) requires one, else :none; Macaw.Auth.pending_step/2
turns that into the step a session owes. The enrollment and
verification functions here put every code check behind the throttle:
a wrong code is a failure for the user's second-factor key and the
client's address, with the same backoff as a wrong password, so six
digits can't be guessed. The second factor's username key is its own
(a password success doesn't reset it, or each sign-in would buy a
guesser who has the password five more free guesses at the code); the
address key is the one sign-in uses. Configure it with:
config :macaw_auth, Macaw.Auth.Native,
  totp_issuer: "My App",
  totp_required: ["admin"],            # or true, or false (the default)
  sealing_key: {MyApp.Secrets, :sealing_key, []}

      


      
        Summary


  
    Functions
  


    
      
        admin_reset(user, opts \\ [])

      


        An administrator clears a user's second factor and revokes their sessions,
telling their open pages unless option announce: false
(Macaw.Auth.Native.Totp.admin_reset/2).



    


    
      
        authenticate(credentials, opts \\ [])

      


        Checks %{username: _, password: _} through the source chain:
{:ok, %Macaw.Auth.User{}}, or {:error, :invalid_credentials | :disabled | :throttled}. Options: :remote_ip (a string or an address
tuple; the client's, for the throttle's address key), :now (a
DateTime, for the throttle's clock).



    


    
      
        bootstrap_admin(attrs)

      


        Makes the first user, a local one with role :role, only when no user
exists: {:ok, record} when it made one, :exists when any user is
there (local or a directory's, whoever it is), so it is safe to call at
every boot. Takes :username, :password and :role, and optionally
:display_name and :must_change_password.



    


    
      
        check_config!()

      


        Reads and checks the configuration, and keeps it
(Macaw.Auth.Native.Config.load!/0): :ok, or
Macaw.Auth.Native.Config.Error naming the fault. The application
calls it at start, so a bad configuration refuses boot.



    


    
      
        create_user(attrs)

      


        Makes a local user (:username, :password, and optionally
:display_name, :roles, :must_change_password, :extra), the
password hashed with the configured hasher: {:ok, record} or
{:error, changeset}.



    


    
      
        disable(user, code, opts \\ [])

      


        The user turns their second factor off with a current code or a recovery
code, behind the throttle: :ok, or {:error, :invalid_code | :throttled | :required}.



    


    
      
        disable_user(username)

      


        Disables a user: their sign-in is refused, and each of their sessions at
its next look-up (Macaw.Auth.Native.Sessions), so open pages leave at
their next re-check. A user already disabled keeps when it was first
done. {:ok, record} or {:error, :not_found}.



    


    
      
        enable_user(username)

      


        Enables a disabled user again: {:ok, record} or {:error, :not_found}.



    


    
      
        enroll_begin(user, opts \\ [])

      


        Starts (or resumes) user's TOTP enrollment: {:ok, %{secret, uri}},
the otpauth:// URI for the page's QR code. Not active until
enroll_confirm/3. See Macaw.Auth.Native.Totp.enroll_begin/2.



    


    
      
        enroll_confirm(user, code, opts \\ [])

      


        Confirms the enrollment with a valid code, behind the throttle:
{:ok, recovery_codes} to show once, or {:error, :invalid_code | :throttled | :not_started | :already_enrolled}. A session that owed
:second_factor_enroll then completes it (Macaw.Auth.Plug.complete_step/2).



    


    
      
        get_user(username)

      


        The user named username (trimmed and lower-cased, as sign-in matches
it), or nil, also for a string that can't be a username.



    


    
      
        list_users()

      


        Every user, local and directory, by username.



    


    
      
        recovery_codes_left(user)

      


        How many unspent recovery codes the user has.



    


    
      
        regenerate_recovery_codes(user, opts \\ [])

      


        Replaces an enrolled user's recovery codes: {:ok, codes} or {:error, :not_enrolled}.



    


    
      
        session_idle_seconds(opts)

      


        The idle limit, session_idle_days in seconds.



    


    
      
        set_password(username, password, opts \\ [])

      


        Replaces a local user's password, hashed with the configured hasher, and
revokes every session of theirs (reason :password_changed), so whoever
held the old one is signed out. {:ok, record}, or {:error, :not_found | :not_local | :no_password}: a directory user's password is the
directory's, and is never set here.



    


    
      
        set_roles(username, roles)

      


        Replaces a local user's roles with roles, a list of non-empty strings:
{:ok, record}, or {:error, :not_found | :not_local | :invalid_roles}.
A directory user's roles are re-derived from the directory at each
sign-in (Macaw.Auth.Native.Provision), so they are never set here.



    


    
      
        to_user(r)

      


        A users row as the contract's %Macaw.Auth.User{}, its second_factor
from the row and the configured policy.



    


    
      
        verify_second_factor(session_id, code, opts \\ [])

      


        Checks a second-factor code (TOTP, or a recovery code) for the user of
session session_id, behind the throttle; on success the session's
:second_factor step is completed. :ok, or {:error, :invalid_code | :throttled}, or the session's own refusal (:invalid | :expired | :disabled). Options: :remote_ip, :now.



    





      


      
        Functions


        


    

  
    
      
    
    
      admin_reset(user, opts \\ [])



        
          
        

    

  


  

      

          @spec admin_reset(Macaw.Auth.User.t() | term(), keyword()) :: :ok


      


An administrator clears a user's second factor and revokes their sessions,
telling their open pages unless option announce: false
(Macaw.Auth.Native.Totp.admin_reset/2).

  



    

  
    
      
    
    
      authenticate(credentials, opts \\ [])



        
          
        

    

  


  

      

          @spec authenticate(map(), keyword()) ::
  {:ok, Macaw.Auth.User.t()}
  | {:error, :invalid_credentials | :disabled | :throttled}


      


Checks %{username: _, password: _} through the source chain:
{:ok, %Macaw.Auth.User{}}, or {:error, :invalid_credentials | :disabled | :throttled}. Options: :remote_ip (a string or an address
tuple; the client's, for the throttle's address key), :now (a
DateTime, for the throttle's clock).
Throttled. While the username or the address waits
(Macaw.Auth.Native.Throttle), the password is not checked, but a
hash's time is still spent (the hasher's no_user_verify/0), so a
blocked attempt takes as long as a checked one and the response time
doesn't tell a guesser when the block starts or ends. A throttled
refusal is not counted; every checked refusal counts as a failure, and
a success resets the username's count.
Emits [:macaw_auth, :native, :authenticate] with %{count: 1} and
%{result: :ok | :error, reason: atom | nil, source: name | nil, user_id: id | nil}; never the username or password.

  



  
    
      
    
    
      bootstrap_admin(attrs)



        
          
        

    

  


  

      

          @spec bootstrap_admin(map()) ::
  {:ok, Macaw.Auth.Native.UserRecord.t()}
  | :exists
  | {:error, :no_password | :no_role | Ecto.Changeset.t()}


      


Makes the first user, a local one with role :role, only when no user
exists: {:ok, record} when it made one, :exists when any user is
there (local or a directory's, whoever it is), so it is safe to call at
every boot. Takes :username, :password and :role, and optionally
:display_name and :must_change_password.
With no user yet, the password and the role are required:
{:error, :no_password}, {:error, :no_role}, or {:error, changeset}
(an invalid username). When users exist neither is looked at, so a host
may stop providing the password once its admin exists.
Two first boots at once with the same username make one user: the other
call's insert meets the unique index and answers :exists.

  



  
    
      
    
    
      check_config!()



        
          
        

    

  


  

      

          @spec check_config!() :: :ok


      


Reads and checks the configuration, and keeps it
(Macaw.Auth.Native.Config.load!/0): :ok, or
Macaw.Auth.Native.Config.Error naming the fault. The application
calls it at start, so a bad configuration refuses boot.

  



  
    
      
    
    
      create_user(attrs)



        
          
        

    

  


  

      

          @spec create_user(map()) ::
  {:ok, Macaw.Auth.Native.UserRecord.t()} | {:error, Ecto.Changeset.t()}


      


Makes a local user (:username, :password, and optionally
:display_name, :roles, :must_change_password, :extra), the
password hashed with the configured hasher: {:ok, record} or
{:error, changeset}.

  



    

  
    
      
    
    
      disable(user, code, opts \\ [])



        
          
        

    

  


  

      

          @spec disable(Macaw.Auth.User.t(), term(), keyword()) ::
  :ok | {:error, :invalid_code | :throttled | :required}


      


The user turns their second factor off with a current code or a recovery
code, behind the throttle: :ok, or {:error, :invalid_code | :throttled | :required}.

  



  
    
      
    
    
      disable_user(username)



        
          
        

    

  


  

      

          @spec disable_user(String.t()) ::
  {:ok, Macaw.Auth.Native.UserRecord.t()} | {:error, :not_found}


      


Disables a user: their sign-in is refused, and each of their sessions at
its next look-up (Macaw.Auth.Native.Sessions), so open pages leave at
their next re-check. A user already disabled keeps when it was first
done. {:ok, record} or {:error, :not_found}.

  



  
    
      
    
    
      enable_user(username)



        
          
        

    

  


  

      

          @spec enable_user(String.t()) ::
  {:ok, Macaw.Auth.Native.UserRecord.t()} | {:error, :not_found}


      


Enables a disabled user again: {:ok, record} or {:error, :not_found}.

  



    

  
    
      
    
    
      enroll_begin(user, opts \\ [])



        
          
        

    

  


  

      

          @spec enroll_begin(Macaw.Auth.User.t(), keyword()) ::
  {:ok, %{secret: binary(), uri: String.t()}}
  | {:error, :already_enrolled | :not_found}


      


Starts (or resumes) user's TOTP enrollment: {:ok, %{secret, uri}},
the otpauth:// URI for the page's QR code. Not active until
enroll_confirm/3. See Macaw.Auth.Native.Totp.enroll_begin/2.

  



    

  
    
      
    
    
      enroll_confirm(user, code, opts \\ [])



        
          
        

    

  


  

      

          @spec enroll_confirm(Macaw.Auth.User.t(), term(), keyword()) ::
  {:ok, [String.t()]}
  | {:error, :invalid_code | :throttled | :not_started | :already_enrolled}


      


Confirms the enrollment with a valid code, behind the throttle:
{:ok, recovery_codes} to show once, or {:error, :invalid_code | :throttled | :not_started | :already_enrolled}. A session that owed
:second_factor_enroll then completes it (Macaw.Auth.Plug.complete_step/2).

  



  
    
      
    
    
      get_user(username)



        
          
        

    

  


  

      

          @spec get_user(term()) :: Macaw.Auth.Native.UserRecord.t() | nil


      


The user named username (trimmed and lower-cased, as sign-in matches
it), or nil, also for a string that can't be a username.

  



  
    
      
    
    
      list_users()



        
          
        

    

  


  

      

          @spec list_users() :: [Macaw.Auth.Native.UserRecord.t()]


      


Every user, local and directory, by username.

  



  
    
      
    
    
      recovery_codes_left(user)



        
          
        

    

  


  

      

          @spec recovery_codes_left(Macaw.Auth.User.t() | term()) :: non_neg_integer()


      


How many unspent recovery codes the user has.

  



    

  
    
      
    
    
      regenerate_recovery_codes(user, opts \\ [])



        
          
        

    

  


  

      

          @spec regenerate_recovery_codes(Macaw.Auth.User.t(), keyword()) ::
  {:ok, [String.t()]} | {:error, :not_enrolled}


      


Replaces an enrolled user's recovery codes: {:ok, codes} or {:error, :not_enrolled}.

  



  
    
      
    
    
      session_idle_seconds(opts)



        
          
        

    

  


  

      

          @spec session_idle_seconds(keyword()) :: pos_integer()


      


The idle limit, session_idle_days in seconds.

  



    

  
    
      
    
    
      set_password(username, password, opts \\ [])



        
          
        

    

  


  

      

          @spec set_password(String.t(), term(), keyword()) ::
  {:ok, Macaw.Auth.Native.UserRecord.t()}
  | {:error, :not_found | :not_local | :no_password}


      


Replaces a local user's password, hashed with the configured hasher, and
revokes every session of theirs (reason :password_changed), so whoever
held the old one is signed out. {:ok, record}, or {:error, :not_found | :not_local | :no_password}: a directory user's password is the
directory's, and is never set here.
Option :announce (default true): tell the user's open pages, which
disconnect (Macaw.Auth.announce_revoked/2). A process that is not the
app's node, such as a release's eval or a mix task, passes false:
there is no page there to tell, and the pages leave at their next
re-check.

  



  
    
      
    
    
      set_roles(username, roles)



        
          
        

    

  


  

      

          @spec set_roles(String.t(), [String.t()]) ::
  {:ok, Macaw.Auth.Native.UserRecord.t()}
  | {:error, :not_found | :not_local | :invalid_roles}


      


Replaces a local user's roles with roles, a list of non-empty strings:
{:ok, record}, or {:error, :not_found | :not_local | :invalid_roles}.
A directory user's roles are re-derived from the directory at each
sign-in (Macaw.Auth.Native.Provision), so they are never set here.

  



  
    
      
    
    
      to_user(r)



        
          
        

    

  


  

      

          @spec to_user(Macaw.Auth.Native.UserRecord.t()) :: Macaw.Auth.User.t()


      


A users row as the contract's %Macaw.Auth.User{}, its second_factor
from the row and the configured policy.

  



    

  
    
      
    
    
      verify_second_factor(session_id, code, opts \\ [])



        
          
        

    

  


  

      

          @spec verify_second_factor(term(), term(), keyword()) ::
  :ok | {:error, :invalid_code | :throttled | :invalid | :expired | :disabled}


      


Checks a second-factor code (TOTP, or a recovery code) for the user of
session session_id, behind the throttle; on success the session's
:second_factor step is completed. :ok, or {:error, :invalid_code | :throttled}, or the session's own refusal (:invalid | :expired | :disabled). Options: :remote_ip, :now.

  


        

      


  

    
Macaw.Auth.Native.Config 
    



      
The native backend's configuration, read once and parsed into structs,
every fault named (exio's AuthConfig approach):
config :macaw_auth, Macaw.Auth.Native,
  repo: MyApp.Repo,
  hasher: Macaw.Auth.Native.Hasher.Bcrypt,
  sources: [
    %{type: :password},
    %{type: :ldap, name: "nas", host: "nas.example.test", ...}
  ]
	repo (required): the host's Ecto.Repo, holding macaw_auth_users.
	hasher: Macaw.Auth.Native.Hasher.Bcrypt (the default) or
Macaw.Auth.Native.Hasher.Argon2; refused when its library isn't a
dependency.
	sources: the chain, tried in order (Macaw.Auth.Native.Source);
default [%{type: :password}]. Types: :password
(Macaw.Auth.Native.Source.Password) and :ldap
(Macaw.Auth.Native.Source.Ldap.Config). Names are unique: a name is
the source of the rows it provisions.
	session_idle_days: how long a session may go unused before it
expires (Macaw.Auth.Native.Sessions), 1–3650; default 14.
	totp_issuer: the name an authenticator app shows for this site's
codes (Macaw.Auth.Native.Totp); default "Macaw".
	totp_required: whether policy requires a second factor: false
(the default), true (everyone), or a list of roles (a user with any
of them). A user it requires who hasn't enrolled owes enrollment
(second_factor: :required).
	sealing_key: what TOTP secrets are sealed with at rest
(Macaw.Auth.Native.Seal): a binary of at least 32 bytes, or
{module, function, args} returning one. A literal shorter key is
refused here; a missing one, or a function's short result, at first
use. Never shown by inspect.

A source map may use string keys and a string type, as a JSON or
config.exs file writes it; those become atoms only by lookup among the
known ones. load!/0 raises Macaw.Auth.Native.Config.Error with the
fault (sources[nas].host: is required); it runs when the application
starts with backend: Macaw.Auth.Native, so a bad configuration refuses
boot rather than a sign-in, and the result is kept in
:persistent_term for get/0.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        fetch()

      


        The configuration as get/0 has it, but a fault is {:error, message},
not raised: for a command line (mix macaw_auth.user, a release's
entry point), which answers it as one line.



    


    
      
        get()

      


        The parsed configuration, read at first use when boot didn't.



    


    
      
        load!()

      


        Reads and parses the application's configuration; raises Error naming the fault.



    


    
      
        parse(config, opts \\ [])

      


        Parses a configuration (a keyword list or map): {:ok, config} or
{:error, message}. Options: :env (the environment for {:env, VAR}
secrets, default the process's).



    


    
      
        put(config)

      


        Records a parsed configuration for this node (tests swap it).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Macaw.Auth.Native.Config{
  hasher: module(),
  repo: module(),
  sealing_key: Macaw.Auth.Native.Seal.key_source(),
  session_idle_days: pos_integer(),
  sources: [Macaw.Auth.Native.Source.t()],
  totp_issuer: String.t(),
  totp_required: boolean() | [String.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      fetch()



        
          
        

    

  


  

      

          @spec fetch() :: {:ok, t()} | {:error, String.t()}


      


The configuration as get/0 has it, but a fault is {:error, message},
not raised: for a command line (mix macaw_auth.user, a release's
entry point), which answers it as one line.

  



  
    
      
    
    
      get()



        
          
        

    

  


  

      

          @spec get() :: t()


      


The parsed configuration, read at first use when boot didn't.

  



  
    
      
    
    
      load!()



        
          
        

    

  


  

      

          @spec load!() :: t()


      


Reads and parses the application's configuration; raises Error naming the fault.

  



    

  
    
      
    
    
      parse(config, opts \\ [])



        
          
        

    

  


  

      

          @spec parse(keyword() | map(), keyword()) :: {:ok, t()} | {:error, String.t()}


      


Parses a configuration (a keyword list or map): {:ok, config} or
{:error, message}. Options: :env (the environment for {:env, VAR}
secrets, default the process's).

  



  
    
      
    
    
      put(config)



        
          
        

    

  


  

      

          @spec put(t()) :: t()


      


Records a parsed configuration for this node (tests swap it).

  


        

      


  

    
Macaw.Auth.Native.Hasher behaviour
    



      
How Macaw.Auth.Native hashes passwords: a behavior with two
implementations, Macaw.Auth.Native.Hasher.Bcrypt and
Macaw.Auth.Native.Hasher.Argon2. Each library is an optional
dependency, and each implementation is compiled only when its library is,
so a host carries only the NIF it chose.
config :macaw_auth, Macaw.Auth.Native, hasher: Macaw.Auth.Native.Hasher.Argon2
The default is Bcrypt. A configured hasher whose library is missing is
refused when the configuration is read (Macaw.Auth.Native.Config),
naming the dependency to add, never at the first sign-in.
Rehashing. A stored hash is replaced at a successful sign-in when it
needs_rehash?/2: made with other parameters (a raised bcrypt cost), or
by the other algorithm. A hash carries its algorithm's prefix, so moving
from bcrypt to argon2 needs no flag day: a bcrypt hash still verifies
with bcrypt (when :bcrypt_elixir is still loaded) and is rehashed with
argon2 on that user's next sign-in.
No enumeration. no_user_verify/0 spends a verification's time and
returns false, so refusing an unknown user takes as long as refusing a
wrong password.

      


      
        Summary


  
    Callbacks
  


    
      
        hash(password)

      


        A new hash of password, with the configured parameters.



    


    
      
        needs_rehash?(hash)

      


        Whether hash, one of this algorithm's, was made with other parameters than now.



    


    
      
        no_user_verify()

      


        Spends a verification's time and returns false.



    


    
      
        owns?(hash)

      


        Whether hash is one of this algorithm's (by its prefix).



    


    
      
        verify(password, hash)

      


        Whether password matches hash (constant time).



    





  
    Functions
  


    
      
        check(module)

      


        Whether module can hash here: compiled (its library is loaded) and
implementing this behavior, every callback of it. :ok or
{:error, message}.



    


    
      
        needs_rehash?(configured, hash)

      


        Whether hash should be replaced by a configured one.



    


    
      
        verify(configured, password, hash)

      


        Verifies password against a stored hash with whichever available
algorithm made it. A hash no available algorithm owns (or none at all)
spends the configured hasher's time and is false.



    





      


      
        Callbacks


        


  
    
      
    
    
      hash(password)



        
          
        

    

  


  

      

          @callback hash(password :: String.t()) :: String.t()


      


A new hash of password, with the configured parameters.

  



  
    
      
    
    
      needs_rehash?(hash)



        
          
        

    

  


  

      

          @callback needs_rehash?(hash :: String.t()) :: boolean()


      


Whether hash, one of this algorithm's, was made with other parameters than now.

  



  
    
      
    
    
      no_user_verify()



        
          
        

    

  


  

      

          @callback no_user_verify() :: false


      


Spends a verification's time and returns false.

  



  
    
      
    
    
      owns?(hash)



        
          
        

    

  


  

      

          @callback owns?(hash :: String.t()) :: boolean()


      


Whether hash is one of this algorithm's (by its prefix).

  



  
    
      
    
    
      verify(password, hash)



        
          
        

    

  


  

      

          @callback verify(password :: String.t(), hash :: String.t()) :: boolean()


      


Whether password matches hash (constant time).

  


        

      

      
        Functions


        


  
    
      
    
    
      check(module)



        
          
        

    

  


  

      

          @spec check(module()) :: :ok | {:error, String.t()}


      


Whether module can hash here: compiled (its library is loaded) and
implementing this behavior, every callback of it. :ok or
{:error, message}.

  



  
    
      
    
    
      needs_rehash?(configured, hash)



        
          
        

    

  


  

      

          @spec needs_rehash?(module(), String.t()) :: boolean()


      


Whether hash should be replaced by a configured one.

  



  
    
      
    
    
      verify(configured, password, hash)



        
          
        

    

  


  

      

          @spec verify(module(), String.t(), String.t() | nil) :: boolean()


      


Verifies password against a stored hash with whichever available
algorithm made it. A hash no available algorithm owns (or none at all)
spends the configured hasher's time and is false.

  


        

      


  

    
Macaw.Auth.Native.Hasher.Argon2 
    



      
Argon2 (:argon2_elixir), compiled only when that library is loaded.
The parameters are argon2_elixir's own settings (config :argon2_elixir, t_cost: 3, m_cost: 16, parallelism: 4, argon2_type: 2); a hash made
with others is rehashed at sign-in.

      




  

    
Macaw.Auth.Native.Hasher.Bcrypt 
    



      
Bcrypt (:bcrypt_elixir), compiled only when that library is loaded.
The cost is bcrypt_elixir's own setting, config :bcrypt_elixir, log_rounds: 12; a hash made at another cost is rehashed at sign-in.

      




  

    
Macaw.Auth.Native.Provision 
    



      
Just-in-time provisioning of directory users (ported from exio's
External.resolve/2): a directory user signing in for the first time
gets a macaw_auth_users row, with source the directory's name and no
password, and at every later sign-in the directory's word replaces the
row's roles and display name. The directory is the authority on who is
in which group, so a user removed from an admin group loses the role at
their next sign-in, not whenever someone remembers to edit the row.
Two refusals keep identities apart:
	a row with the username that another source owns (a local user, or
another directory's) is never taken over (:username_taken): a
directory that happens to have an owner entry doesn't become the
local owner;
	a disabled row stays refused (:disabled), whatever the directory
says, and is left as it is.


      


      
        Summary


  
    Functions
  


    
      
        directory_user(repo, name, attrs)

      


        The row for a directory user the source name accepted, made or
refreshed: {:ok, record} or {:error, :username_taken | :disabled | :invalid_username}.



    





      


      
        Functions


        


  
    
      
    
    
      directory_user(repo, name, attrs)



        
          
        

    

  


  

      

          @spec directory_user(module(), String.t(), map()) ::
  {:ok, Macaw.Auth.Native.UserRecord.t()}
  | {:error, :username_taken | :disabled | :invalid_username}


      


The row for a directory user the source name accepted, made or
refreshed: {:ok, record} or {:error, :username_taken | :disabled | :invalid_username}.

  


        

      


  

    
Macaw.Auth.Native.RecoveryCodeRecord 
    



      
A row of macaw_auth_recovery_codes: one unspent recovery code of a
user's second factor (Macaw.Auth.Native.Totp).
	code_hash is the SHA-256 of the normalized code. The code itself is
shown to the user once and never written: a copy of the table spends
nothing. The codes are random (50 bits each), so an unsalted hash is
as strong as the code.
	A code is spent by deleting its row, conditionally (DELETE … WHERE user_id = ? AND code_hash = ?), so two submissions of one code can't
both find it; (user_id, code_hash) is unique.
	Deleting a user deletes their codes.

A table rather than a column of the users row: spending one code is
then a single-row delete that either happens or doesn't, where a list in
a column would need a read, a change and a compare-and-set write of the
whole list.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Macaw.Auth.Native.RecoveryCodeRecord{
  __meta__: term(),
  code_hash: term(),
  id: term(),
  inserted_at: term(),
  user: term(),
  user_id: term()
}


      



  


        

      


  

    
Macaw.Auth.Native.Release 
    



      
The native backend's user commands as release entry points, for an
app's <app>-ctl (macaw_host's generated script), on macaw_host's
release protocol (Macaw.Host.Release):
	the arguments arrive as a JSON array of strings in
<PREFIX>_CTL_ARGS, the password in <PREFIX>_CTL_PASSWORD,
never on a command line;
	the output is one JSON object per line on stdout;
	a failure is one line on stderr, {"ok": false, "error": "…"},
and exit status 1; malformed arguments fail as Macaw.Host.Release
says ("<PREFIX>_CTL_ARGS must be a JSON array of strings").

<PREFIX> is the app's :env_prefix (macaw_host's ctl description):
config :macaw_auth, Macaw.Auth.Native.Release, env_prefix: "MY_APP"
There is no default: without it, the entry points fail naming the
setting. bootstrap/1 and user/1 take the prefix instead, for an
app's release module to delegate to.
The app's Ctl.AppCommands runs them in a throwaway container of the
image (bin/<app> eval, macaw_host's Ctl.Docker.eval_args/3), the
password passed by name (-e <PREFIX>_CTL_PASSWORD), so they work with
the app stopped:
eval_args(env, "Macaw.Auth.Native.Release.user()",
  [{"MY_APP_CTL_ARGS", JSON.encode!(["add", name, "--role", "admin"])},
   {"MY_APP_CTL_PASSWORD", password}])
That VM is not the app's node: a revocation (password,
reset-second-factor) deletes the sessions, and the user's open pages
leave at their next re-check.

      


      
        Summary


  
    Functions
  


    
      
        bootstrap()

      


        bootstrap NAME --role R: the first admin, made only when no user
exists (Macaw.Auth.Native.bootstrap_admin/1), so it is safe to run at
every deployment. The prefix from the configuration.



    


    
      
        bootstrap(prefix)

      


        bootstrap/0 with the prefix given.



    


    
      
        user()

      


        The user commands (list, add NAME --role R…, disable NAME,
enable NAME, password NAME, roles NAME R…,
reset-second-factor NAME), as mix macaw_auth.user runs them
(Macaw.Auth.Native.UserCommands). The prefix from the configuration.



    


    
      
        user(prefix)

      


        user/0 with the prefix given.



    





      


      
        Functions


        


  
    
      
    
    
      bootstrap()



        
          
        

    

  


  

      

          @spec bootstrap() :: :ok


      


bootstrap NAME --role R: the first admin, made only when no user
exists (Macaw.Auth.Native.bootstrap_admin/1), so it is safe to run at
every deployment. The prefix from the configuration.

  



  
    
      
    
    
      bootstrap(prefix)



        
          
        

    

  


  

      

          @spec bootstrap(String.t()) :: :ok


      


bootstrap/0 with the prefix given.

  



  
    
      
    
    
      user()



        
          
        

    

  


  

      

          @spec user() :: :ok


      


The user commands (list, add NAME --role R…, disable NAME,
enable NAME, password NAME, roles NAME R…,
reset-second-factor NAME), as mix macaw_auth.user runs them
(Macaw.Auth.Native.UserCommands). The prefix from the configuration.

  



  
    
      
    
    
      user(prefix)



        
          
        

    

  


  

      

          @spec user(String.t()) :: :ok


      


user/0 with the prefix given.

  


        

      


  

    
Macaw.Auth.Native.Seal 
    



      
Sealing at rest: what the native backend stores that must not be read
back from the table (a TOTP secret) is sealed with AES-256-GCM, OTP's
:crypto, under a key from the configuration (sealing_key:,
Macaw.Auth.Native.Config).
	The key. sealing_key is a binary of at least 32 bytes, or
{module, function, args} returning one, called at each use (so a
host can keep it in its data directory, or derive it from its
secret_key_base, without this library depending on how). It is
never logged and never in telemetry; the configuration's inspect
leaves it out. A missing or short key is Macaw.Auth.Native.SealingKeyError
at first use, naming the fault and never the value.
	Derived, not used as is. The AES key is HMAC-SHA256 of a fixed
label under the configured key, so a host may pass a longer secret it
also uses elsewhere (its secret_key_base) and the two uses never
share a key.
	Bound to its row. Each sealed value carries associated data (the
purpose and the user's id), so a sealed secret copied onto another
user's row does not unseal there.
	The format. <<1, iv::12 bytes, tag::16 bytes, ciphertext>>, the
first byte a version, so a later scheme can be told apart. A fresh
random IV for every seal.

unseal/3 returns {:error, :wrong_key} for anything that fails to
authenticate: a different key, a tampered value, another row's value.

      


      
        Summary


  
    Types
  


    
      
        key_source()

      


    





  
    Functions
  


    
      
        key!(source)

      


        The AES key from the configured sealing_key; raises
Macaw.Auth.Native.SealingKeyError when it is missing, short, or its
function returns something that isn't a key.



    


    
      
        min_bytes()

      


        The smallest key accepted, in bytes.



    


    
      
        seal(plaintext, key, aad)

      


        Seals plaintext under key (from key!/1), bound to aad.



    


    
      
        unseal(arg1, key, aad)

      


        Unseals: {:ok, plaintext}, or {:error, :wrong_key} when it doesn't authenticate.



    





      


      
        Types


        


  
    
      
    
    
      key_source()



        
          
        

    

  


  

      

          @type key_source() :: binary() | {module(), atom(), list()} | nil


      



  


        

      

      
        Functions


        


  
    
      
    
    
      key!(source)



        
          
        

    

  


  

      

          @spec key!(key_source()) :: binary()


      


The AES key from the configured sealing_key; raises
Macaw.Auth.Native.SealingKeyError when it is missing, short, or its
function returns something that isn't a key.

  



  
    
      
    
    
      min_bytes()



        
          
        

    

  


  

      

          @spec min_bytes() :: pos_integer()


      


The smallest key accepted, in bytes.

  



  
    
      
    
    
      seal(plaintext, key, aad)



        
          
        

    

  


  

      

          @spec seal(binary(), binary(), binary()) :: binary()


      


Seals plaintext under key (from key!/1), bound to aad.

  



  
    
      
    
    
      unseal(arg1, key, aad)



        
          
        

    

  


  

      

          @spec unseal(binary(), binary(), binary()) :: {:ok, binary()} | {:error, :wrong_key}


      


Unseals: {:ok, plaintext}, or {:error, :wrong_key} when it doesn't authenticate.

  


        

      


  

    
Macaw.Auth.Native.SessionRecord 
    



      
A row of macaw_auth_sessions, the native backend's sessions, in the
host's repo (mix macaw_auth.gen.migration writes the table's
migration, separate from the users').
	token_hash is the SHA-256 of the session's token, unique. The token
itself goes to the client and is never written anywhere: a copy of the
table signs nobody in.
	user_id references macaw_auth_users; deleting a user deletes their
sessions.
	user_agent is truncated to 255 characters, so a client can't make
the row as large as it likes.
	completed_steps holds step names as strings ({:array, :string}, a
native array on Postgres and JSON text on SQLite). They become the
contract's atoms only by lookup among Macaw.Auth.steps/0, so a row
can never create an atom.
	last_used_at is what idle expiry reads; a request writes it at most
hourly (Macaw.Auth.Native.Sessions).


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Macaw.Auth.Native.SessionRecord{
  __meta__: term(),
  completed_steps: term(),
  id: term(),
  inserted_at: term(),
  last_used_at: term(),
  remote_ip: term(),
  second_factor_passed: term(),
  token_hash: term(),
  updated_at: term(),
  user: term(),
  user_agent: term(),
  user_id: term()
}


      



  


        

      


  

    
Macaw.Auth.Native.Sessions 
    



      
The native backend's sessions (ported from exio's Accounts.Sessions),
in macaw_auth_sessions (Macaw.Auth.Native.SessionRecord).
	Only a hash is stored. A session's token is 32 random bytes; the
client holds it and the table holds its SHA-256. The token is never
written, so reading the table (a backup, a leaked dump) signs nobody in,
and since the token is uniformly random, a plain unsalted hash is as
strong as the token: there is nothing to guess.
	Idle expiry slides. A session unused for session_idle_days
(Macaw.Auth.Native.Config, default 14) expires and is deleted at its
next look-up. A request (touch: true) records use, but writes
last_used_at at most once an hour: a write per request would make
every page view a database write, which SQLite's single writer feels.
A re-check (touch: false, an open page's periodic look) never
extends a session, or an idle browser tab would keep it alive forever.
	A disabled user has no session. Looking one up deletes it and
refuses it, so disabling a user takes effect at their next request,
and their open pages leave at their next re-check.
	Revocation only deletes. revoke/2 returns {user_id, ids}; the
push to open pages is the facade's (Macaw.Auth.revoke/2), the same
for every backend.

Every function honors :now (a DateTime). Telemetry
[:macaw_auth, :native, :session]: %{count: n} with %{event: :created | :expired | :revoked, reason: atom | nil, user_id: id};
never a token or its hash.

      


      
        Summary


  
    Functions
  


    
      
        complete_step(id, step, opts)

      


        Records a completed step: :second_factor and :second_factor_enroll
mark the second factor passed; any other step joins completed_steps.
A session that doesn't exist, or was deleted meanwhile (a revocation
racing the step), is left gone and refused: {:error, :invalid}.



    


    
      
        create(user, opts)

      


        Starts a session for user: {:ok, token, session}, the token for the
client only, or {:error, :invalid} when the user no longer exists
(deleted since signing in). Options: :remote_ip (a string or an
address tuple), :user_agent, :second_factor_passed (default true),
:now.



    


    
      
        fetch(token, opts)

      


        Resolves a token: {:ok, user, session} or {:error, :invalid | :expired | :disabled}. Options: :touch (default false), :now.



    


    
      
        fetch_by_id(id, opts)

      


        As fetch/2, by session id: what an open page re-checks with.



    


    
      
        hash(token)

      


        The SHA-256 of a token: what the table stores.



    


    
      
        list(user_id, opts)

      


        A user's sessions, newest first (created at, then id: timestamps can tie).



    


    
      
        revoke(id, opts)

      


        Deletes one session (an id) or a user's ({:user, id}, keeping
:except): {user_id, ids}, the ids empty when nothing was there.
:reason goes to telemetry.



    


    
      
        revoke_all(user_id, reason, opts)

      


        Deletes every session of user user_id's, reason going to telemetry,
and tells their open pages (Macaw.Auth.announce_revoked/2), which
disconnect, unless option announce: false: a process that is not the
app's node (a release's eval, a mix task) has no page to tell, and the
pages leave at their next re-check. What an administrator's change of a
user (Macaw.Auth.Native.set_password/3, admin_reset/2) revokes with.



    


    
      
        to_session(r)

      


        A row as the contract's %Macaw.Auth.Session{}.



    





      


      
        Functions


        


  
    
      
    
    
      complete_step(id, step, opts)



        
          
        

    

  


  

      

          @spec complete_step(term(), Macaw.Auth.step(), keyword()) :: :ok | {:error, :invalid}


      


Records a completed step: :second_factor and :second_factor_enroll
mark the second factor passed; any other step joins completed_steps.
A session that doesn't exist, or was deleted meanwhile (a revocation
racing the step), is left gone and refused: {:error, :invalid}.

  



  
    
      
    
    
      create(user, opts)



        
          
        

    

  


  

      

          @spec create(Macaw.Auth.User.t(), keyword()) ::
  {:ok, binary(), Macaw.Auth.Session.t()} | {:error, :invalid}


      


Starts a session for user: {:ok, token, session}, the token for the
client only, or {:error, :invalid} when the user no longer exists
(deleted since signing in). Options: :remote_ip (a string or an
address tuple), :user_agent, :second_factor_passed (default true),
:now.

  



  
    
      
    
    
      fetch(token, opts)



        
          
        

    

  


  

      

          @spec fetch(binary(), keyword()) ::
  {:ok, Macaw.Auth.User.t(), Macaw.Auth.Session.t()}
  | {:error, :invalid | :expired | :disabled}


      


Resolves a token: {:ok, user, session} or {:error, :invalid | :expired | :disabled}. Options: :touch (default false), :now.

  



  
    
      
    
    
      fetch_by_id(id, opts)



        
          
        

    

  


  

      

          @spec fetch_by_id(term(), keyword()) ::
  {:ok, Macaw.Auth.User.t(), Macaw.Auth.Session.t()}
  | {:error, :invalid | :expired | :disabled}


      


As fetch/2, by session id: what an open page re-checks with.

  



  
    
      
    
    
      hash(token)



        
          
        

    

  


  

      

          @spec hash(binary()) :: binary()


      


The SHA-256 of a token: what the table stores.

  



  
    
      
    
    
      list(user_id, opts)



        
          
        

    

  


  

      

          @spec list(term(), keyword()) :: [Macaw.Auth.Session.t()]


      


A user's sessions, newest first (created at, then id: timestamps can tie).

  



  
    
      
    
    
      revoke(id, opts)



        
          
        

    

  


  

      

          @spec revoke(term() | {:user, term()}, keyword()) :: {term(), [term()]}


      


Deletes one session (an id) or a user's ({:user, id}, keeping
:except): {user_id, ids}, the ids empty when nothing was there.
:reason goes to telemetry.

  



  
    
      
    
    
      revoke_all(user_id, reason, opts)



        
          
        

    

  


  

      

          @spec revoke_all(term(), atom(), keyword()) :: :ok


      


Deletes every session of user user_id's, reason going to telemetry,
and tells their open pages (Macaw.Auth.announce_revoked/2), which
disconnect, unless option announce: false: a process that is not the
app's node (a release's eval, a mix task) has no page to tell, and the
pages leave at their next re-check. What an administrator's change of a
user (Macaw.Auth.Native.set_password/3, admin_reset/2) revokes with.

  



  
    
      
    
    
      to_session(r)



        
          
        

    

  


  

      

          @spec to_session(Macaw.Auth.Native.SessionRecord.t()) :: Macaw.Auth.Session.t()


      


A row as the contract's %Macaw.Auth.Session{}.

  


        

      


  

    
Macaw.Auth.Native.Source behaviour
    



      
Where Macaw.Auth.Native checks a password: a behavior, and the chain
that tries the configured sources in order.
A source is a struct, made from its configuration by parse/2 and
dispatched on its module, so adding one is a module, not a case in the
chain. Two ship: Macaw.Auth.Native.Source.Password (local users with a
password hash) and Macaw.Auth.Native.Source.Ldap (a directory).
The chain (ported from exio's sign_in/3). The sources are tried in
their configured order, and the first that knows the user decides:
its acceptance signs them in, and its refusal is final. A wrong password
at a source that knows the user never falls through to the next, or one
account's password could be guessed against another's. A source that
doesn't know the user (knows?/2 of its refusal is false: no such user,
a directory it couldn't reach, a direct-bind directory that can't tell a
wrong password from a missing user) passes the attempt on.
Who owns the row. A source that keeps the user's row returns it as
:record (Password). Any other returns what it knows about the user
(:username, :display_name, :roles, :extra) and the chain
provisions the row just in time (Macaw.Auth.Native.Provision).

      


      
        Summary


  
    Types
  


    
      
        attrs()

      


        What a source says about a user it accepted: their row, or what the
chain makes one from.



    


    
      
        t()

      


    





  
    Callbacks
  


    
      
        authenticate(t, username, password, opts)

      


        Checks a password: what the source knows about the user, or why not.



    


    
      
        explain(reason)

      


        A sentence explaining a refusal's reason, for logs and diagnostics.



    


    
      
        knows?(t, reason)

      


        Whether a refusal with reason means the source knows the user, and so
decides; false passes the attempt to the next source.



    


    
      
        parse(config, context)

      


        Makes the source's struct from its configuration (a map with atom or
string keys): {:ok, source}, or {:error, "sources[<name>].<key>: …"}
naming what is wrong. context carries :repo and :hasher, and
:env (the environment, for {:env, VAR} secrets).



    





  
    Functions
  


    
      
        run(sources, repo, username, password, opts)

      


        Runs the chain: {:ok, record, source} for the user signed in, or
{:error, reason, source} with the deciding source's reason (or the last
source's, when none knew the user; source is nil with no sources).



    





      


      
        Types


        


  
    
      
    
    
      attrs()



        
          
        

    

  


  

      

          @type attrs() ::
  %{record: Macaw.Auth.Native.UserRecord.t()}
  | %{
      username: String.t(),
      display_name: String.t() | nil,
      roles: [String.t()],
      extra: map()
    }


      


What a source says about a user it accepted: their row, or what the
chain makes one from.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: struct()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      authenticate(t, username, password, opts)



        
          
        

    

  


  

      

          @callback authenticate(
  t(),
  username :: String.t(),
  password :: String.t(),
  opts :: keyword()
) ::
  {:ok, attrs()} | {:error, atom()}


      


Checks a password: what the source knows about the user, or why not.

  



  
    
      
    
    
      explain(reason)



        
          
        

    

  


  

      

          @callback explain(reason :: atom()) :: String.t()


      


A sentence explaining a refusal's reason, for logs and diagnostics.

  



  
    
      
    
    
      knows?(t, reason)



        
          
        

    

  


  

      

          @callback knows?(t(), reason :: atom()) :: boolean()


      


Whether a refusal with reason means the source knows the user, and so
decides; false passes the attempt to the next source.

  



  
    
      
    
    
      parse(config, context)



        
          
        

    

  


  

      

          @callback parse(config :: map(), context :: keyword()) ::
  {:ok, t()} | {:error, String.t()}


      


Makes the source's struct from its configuration (a map with atom or
string keys): {:ok, source}, or {:error, "sources[<name>].<key>: …"}
naming what is wrong. context carries :repo and :hasher, and
:env (the environment, for {:env, VAR} secrets).

  


        

      

      
        Functions


        


  
    
      
    
    
      run(sources, repo, username, password, opts)



        
          
        

    

  


  

      

          @spec run([t()], module(), String.t(), String.t(), keyword()) ::
  {:ok, Macaw.Auth.Native.UserRecord.t(), t()} | {:error, atom(), t() | nil}


      


Runs the chain: {:ok, record, source} for the user signed in, or
{:error, reason, source} with the deciding source's reason (or the last
source's, when none knew the user; source is nil with no sources).

  


        

      


  

    
Macaw.Auth.Native.Source.Ldap 
    



      
A directory as a sign-in source, over OTP's :eldap (no external LDAP
library). Ported from exio's, the copy with the security fixes, plus
macaw's allow_plaintext: false. The configuration is
Macaw.Auth.Native.Source.Ldap.Config's:
%{type: :ldap, name: "nas", host: "nas.example.test", port: 389,
  ssl: false, starttls: true, cacertfile: "/etc/ssl/nas-ca.pem",
  user_dn_template: "uid={username},cn=users,dc=example,dc=test",
  groups: %{base_dn: "cn=groups,dc=example,dc=test", member_attr: "memberUid"},
  required_group: "macaw", role_mapping: %{"macaw-admin" => "admin"},
  default_role: "viewer"}
The flow, each failure its own reason (explain/1), for the log and
mix macaw_auth.ldap.check, never for the visitor:
	An empty password is refused before connecting (:empty_password):
LDAP treats it as an anonymous bind, which "succeeds".
	Connect: LDAPS, or StartTLS, verifying the certificate chain (depth: 3) and the hostname, with SNI, unless verify_peer: false
(:connect_failed, :tls_failed). Without either, only with
allow_plaintext: true (:plaintext_refused).
	Find the user's DN: the template with the username RFC 4514-escaped
(Macaw.Auth.Native.Source.Ldap.Escape), or a search whose filter is
built with the username as data (Macaw.Auth.Native.Source.Ldap.Filter)
(:search_failed, :user_not_found, :ambiguous_user).
	Bind as that DN with the password (:invalid_credentials).
	Read the attributes, then the groups (:group_search_failed).
	Apply required_group (:not_in_group) and derive the roles
(:no_role); the directory's username must be a valid one
(:invalid_username).

Every value sent to :eldap (DN, password, filter value) goes as its
UTF-8 bytes, so a non-ASCII password binds as the directory stored it.
Passwords are never logged; a directory that can't be reached or
searched is logged as a warning, naming the source.
Whether it knows the user (knows?/2): a directory that wasn't
reached, or found no such entry, doesn't, and the chain moves on. A
direct-bind source can't tell a wrong password from a missing entry (both
fail the bind), so its :invalid_credentials passes on too; in search
mode the entry was found, so a failed bind is final.

      


      
        Summary


  
    Types
  


    
      
        reason()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        diagnose(source, username, password)

      


        Runs the sign-in flow for username without signing in, and says how
each step went: [{step, :ok | :error, detail}], ending at the first
failure. The steps: connect, TLS, find the user's DN (the search), bind,
read attributes, username, groups, required group, roles. The password
is used for the bind and appears nowhere in the result.



    


    
      
        member?(groups, name)

      


        Whether groups include name, a CN or a DN, ignoring case.



    





      


      
        Types


        


  
    
      
    
    
      reason()



        
          
        

    

  


  

      

          @type reason() ::
  :empty_password
  | :invalid_credentials
  | :plaintext_refused
  | :connect_failed
  | :tls_failed
  | :search_failed
  | :user_not_found
  | :ambiguous_user
  | :group_search_failed
  | :not_in_group
  | :no_role
  | :invalid_username


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Macaw.Auth.Native.Source.Ldap{
  allow_plaintext: term(),
  bind_password: term(),
  cacertfile: term(),
  default_role: term(),
  display_name_attr: term(),
  email_attr: term(),
  groups: term(),
  host: term(),
  id_attr: term(),
  name: term(),
  port: term(),
  required_group: term(),
  role_mapping: term(),
  search: term(),
  ssl: term(),
  starttls: term(),
  timeout_ms: term(),
  user_dn_template: term(),
  username_attr: term(),
  verify_peer: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      diagnose(source, username, password)



        
          
        

    

  


  

      

          @spec diagnose(t(), String.t(), String.t() | nil) :: [
  {String.t(), :ok | :error, String.t()}
]


      


Runs the sign-in flow for username without signing in, and says how
each step went: [{step, :ok | :error, detail}], ending at the first
failure. The steps: connect, TLS, find the user's DN (the search), bind,
read attributes, username, groups, required group, roles. The password
is used for the bind and appears nowhere in the result.

  



  
    
      
    
    
      member?(groups, name)



        
          
        

    

  


  

      

          @spec member?([%{dn: String.t(), cn: String.t() | nil}], String.t()) :: boolean()


      


Whether groups include name, a CN or a DN, ignoring case.

  


        

      


  

    
Macaw.Auth.Native.Source.Ldap.Config 
    



      
An LDAP source's configuration, validated with its defaults filled
(ported from exio's and macaw's LdapSource), so a bad one is refused
naming the source and the key: sources[nas].host: is required.
	Connection: host (required), port (636), ssl (true),
starttls (false), allow_plaintext (false), verify_peer (true),
cacertfile (the system's CAs when absent), timeout_ms (5000).
allow_plaintext: false refuses a source with neither ssl nor
starttls, because its bind would send passwords in the clear;
setting it true is an explicit, visible decision.
	Finding the user, exactly one of: user_dn_template containing
{username} (a direct bind: uid={username},cn=users,dc=example,dc=test),
or search: %{base_dn, filter, bind_dn, bind_password} (filter default
(uid={username}); an anonymous search only with
allow_anonymous_search: true).
	Attributes: id_attr (entryUUID; the DN when absent),
username_attr (uid), email_attr (mail), display_name_attr
(cn).
	Groups: groups: %{base_dn, member_attr} with member_attr one of
member (groupOfNames, the default), uniqueMember, or memberUid
(posixGroup, matched by the username), or groups: %{from: :member_of}.
	Access: required_group (a CN or DN), role_mapping (a map of
group to a role or a list of roles; the user gets every mapped role of
every group they are in) and default_role (a role, or a list, for a
user no mapping matched). With neither a match nor a default, the user
is refused (:no_role).

bind_password is a literal, {:env, "VAR"} or {:file, path},
resolved here; no error message contains it, and the struct's inspection
hides it.

      


      
        Summary


  
    Functions
  


    
      
        parse(config, context)

      


        {:ok, %Ldap{}} or {:error, "sources[<name>].<key>: …"}.



    





      


      
        Functions


        


  
    
      
    
    
      parse(config, context)



        
          
        

    

  


  

      

          @spec parse(map(), keyword()) ::
  {:ok, Macaw.Auth.Native.Source.Ldap.t()} | {:error, String.t()}


      


{:ok, %Ldap{}} or {:error, "sources[<name>].<key>: …"}.

  


        

      


  

    
Macaw.Auth.Native.Source.Ldap.Escape 
    



      
Escaping for values placed in LDAP distinguished names and search
filters, so a username can never change a DN or widen a search. Ported
from exio's, with two fixes.
	dn_value/1 (RFC 4514 §2.4): , + " \ < > ; = are escaped with a
backslash wherever they are, # and space at the start and space at
the end likewise, and NUL is \00. The older copies (eesidai, mdview)
wrote "\;", which in Elixir is just ";", so a ; went unescaped;
here every special is a character literal, and a property test proves
no special survives unescaped. exio's trailing-space rule looked at the
escaped text, so a value ending in a backslash and a space (a\)
kept its space bare; this decides by position in the original value.
	filter_value/1 (RFC 4515 §3): * ( ) \ and NUL become \2a \28 \29 \5c \00.

The search filter itself never has a username spliced into its text:
Macaw.Auth.Native.Source.Ldap.Filter builds the :eldap term with the
username as data. filter_value/1 is for showing that filter as text
(Macaw.Auth.Native.Source.Ldap.diagnose/3) and for hosts that write
their own. The *_unescape functions invert the escaping; the property
tests round-trip through them.

      


      
        Summary


  
    Functions
  


    
      
        dn_unescape(text)

      


        Inverts RFC 4514 value escaping: \hh is that byte, \c is c.
{:ok, value}, or :error for a dangling backslash or a bad hex pair.



    


    
      
        dn_value(value)

      


        A value escaped for an RFC 4514 attribute value in a DN.



    


    
      
        filter_unescape(text)

      


        Inverts RFC 4515 value escaping: \hh is that byte. {:ok, value}, or
:error for a backslash not followed by two hex digits.



    


    
      
        filter_value(value)

      


        A value escaped for an RFC 4515 assertion value in a search filter.



    





      


      
        Functions


        


  
    
      
    
    
      dn_unescape(text)



        
          
        

    

  


  

      

          @spec dn_unescape(binary()) :: {:ok, binary()} | :error


      


Inverts RFC 4514 value escaping: \hh is that byte, \c is c.
{:ok, value}, or :error for a dangling backslash or a bad hex pair.

  



  
    
      
    
    
      dn_value(value)



        
          
        

    

  


  

      

          @spec dn_value(binary()) :: binary()


      


A value escaped for an RFC 4514 attribute value in a DN.

  



  
    
      
    
    
      filter_unescape(text)



        
          
        

    

  


  

      

          @spec filter_unescape(binary()) :: {:ok, binary()} | :error


      


Inverts RFC 4515 value escaping: \hh is that byte. {:ok, value}, or
:error for a backslash not followed by two hex digits.

  



  
    
      
    
    
      filter_value(value)



        
          
        

    

  


  

      

          @spec filter_value(binary()) :: binary()


      


A value escaped for an RFC 4515 assertion value in a search filter.

  


        

      


  

    
Macaw.Auth.Native.Source.Ldap.Filter 
    



      
RFC 4515 search filters as :eldap terms, built with the username as
data. Ported from exio's parser, with one change in how the username gets
in.
:eldap takes a filter as a term, not a string, so the configured
search.filter ((&(objectClass=person)(uid={username}))) is parsed
here. exio and macaw escaped the username into the filter's text and
then parsed the result, so the escaping was all that stood between a
username and the filter's structure. Here the template is parsed with
{username} as a placeholder and the username's bytes go straight into
the assertion value of the term: a *, ( or \ in a username is a
byte of the value, never syntax, whatever the escaping would have done.
\hh escapes in the template decode to their bytes, so an escaped *
is a literal asterisk, never a wildcard. Supported: &, |, !,
equality, presence (attr=*), substrings, >=, <= and ~=.
Extensible matches are not.

      


      
        Summary


  
    Functions
  


    
      
        build(template, username)

      


        Parses a filter template with username in place of {username}:
{:ok, eldap_filter} or :error.



    


    
      
        valid_template?(template)

      


        Whether template is a filter that uses {username}.



    





      


      
        Functions


        


  
    
      
    
    
      build(template, username)



        
          
        

    

  


  

      

          @spec build(String.t(), binary()) :: {:ok, term()} | :error


      


Parses a filter template with username in place of {username}:
{:ok, eldap_filter} or :error.

  



  
    
      
    
    
      valid_template?(template)



        
          
        

    

  


  

      

          @spec valid_template?(term()) :: boolean()


      


Whether template is a filter that uses {username}.

  


        

      


  

    
Macaw.Auth.Native.Source.Password 
    



      
Local users: a macaw_auth_users row with a password hash.
%{type: :password}                 # named "local"
%{type: :password, name: "staff"}
It knows a user when their row has a password hash; a directory user's
row (no hash) is not its to judge, and the attempt passes on.
	An unknown user and a wrong password are one refusal,
:invalid_credentials, and take the same time: an unknown user spends
the hasher's no_user_verify/0, so the response time can't tell which
usernames exist.
	The password is checked before the account's state, so :disabled is
only ever said to someone who knows the password.
	A hash made with other parameters, or by the other algorithm, is
replaced at a successful sign-in (Macaw.Auth.Native.Hasher).


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Macaw.Auth.Native.Source.Password{
  hasher: module(),
  name: String.t(),
  repo: module()
}


      



  


        

      


  

    
Macaw.Auth.Native.Throttle 
    



      
Sign-in throttling for Macaw.Auth.Native.authenticate/2 (ported from
exio's and macaw's Accounts.Throttle, which are the same mechanism).
Failures are counted per normalized username and per client address.
The first five are free; after n consecutive failures (n ≥ 5) a key
waits 2^(n-5) seconds from its last failure, capped at 15 minutes, and
an attempt inside the wait is refused (:throttled) without checking
the password. Nothing is ever locked for good: the right password
succeeds once the wait has passed, so a guesser can't lock a user out
for longer than the cap.
	Both keys. The username key slows guessing one account from many
addresses; the address key slows one address trying many accounts.
An attempt waits for the longer of the two.
	A success resets the username only. Resetting the address too
would let a guesser who holds one valid account clear their address's
count between guesses at others.
	No address, no address key. A caller that passes no :remote_ip
(a console task) is throttled by username alone, rather than sharing
one "unknown address" key with every other such caller.
	Idle keys are swept. A key whose last failure is more than a day
old is forgotten, so the table holds recent failures only, whatever
an attacker sends.
	Not a request rate limit. Macaw.Plug.RateLimit limits requests
per window; this is a different policy (backoff after failures, reset
by success), so it is its own small table rather than a configuration
of that one.

The counts live in a public ETS table owned by this process, which the
macaw_auth application starts. Every function takes the time as now,
in milliseconds of the system clock, so tests drive it without
sleeping. The values are constants: mechanism, not a host's policy.

      


      
        Summary


  
    Types
  


    
      
        key()

      


    


    
      
        user()

      


        A user key holds a normalized username, :invalid, or
{:second_factor, username} (code attempts, counted apart from
passwords: Macaw.Auth.Native).



    





  
    Functions
  


    
      
        check(username, ip, now)

      


        :ok, or {:delay, ms} left before username or ip may try again
at now.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        delay_ms(failures)

      


        The wait after failures consecutive failures, in ms.



    


    
      
        failure(username, ip, now)

      


        Records a failure for username and ip at now.



    


    
      
        now()

      


        The system clock in ms, the time every caller passes as now.



    


    
      
        reset()

      


        Forgets everything (tests, and an operator's reset).



    


    
      
        start_link(opts \\ [])

      


        Starts the table's owner. Options: :sweep_every_ms (default ten
minutes) and :clock (a zero-arity function giving now in ms, default
the system clock), for the periodic sweep.



    


    
      
        success(username)

      


        A success resets the username's count (not the address's).



    


    
      
        sweep(now)

      


        Forgets keys whose last failure is older than a day at now; returns how many.



    





      


      
        Types


        


  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() :: {:user, user()} | {:ip, String.t()}


      



  



  
    
      
    
    
      user()



        
          
        

    

  


  

      

          @type user() :: String.t() | :invalid | {:second_factor, String.t()}


      


A user key holds a normalized username, :invalid, or
{:second_factor, username} (code attempts, counted apart from
passwords: Macaw.Auth.Native).

  


        

      

      
        Functions


        


  
    
      
    
    
      check(username, ip, now)



        
          
        

    

  


  

      

          @spec check(user(), String.t() | nil, integer()) :: :ok | {:delay, pos_integer()}


      


:ok, or {:delay, ms} left before username or ip may try again
at now.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      delay_ms(failures)



        
          
        

    

  


  

      

          @spec delay_ms(non_neg_integer()) :: non_neg_integer()


      


The wait after failures consecutive failures, in ms.

  



  
    
      
    
    
      failure(username, ip, now)



        
          
        

    

  


  

      

          @spec failure(user(), String.t() | nil, integer()) :: :ok


      


Records a failure for username and ip at now.

  



  
    
      
    
    
      now()



        
          
        

    

  


  

      

          @spec now() :: integer()


      


The system clock in ms, the time every caller passes as now.

  



  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Forgets everything (tests, and an operator's reset).

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

Starts the table's owner. Options: :sweep_every_ms (default ten
minutes) and :clock (a zero-arity function giving now in ms, default
the system clock), for the periodic sweep.

  



  
    
      
    
    
      success(username)



        
          
        

    

  


  

      

          @spec success(user()) :: :ok


      


A success resets the username's count (not the address's).

  



  
    
      
    
    
      sweep(now)



        
          
        

    

  


  

      

          @spec sweep(integer()) :: non_neg_integer()


      


Forgets keys whose last failure is older than a day at now; returns how many.

  


        

      


  

    
Macaw.Auth.Native.Totp 
    



      
The native backend's second factor: TOTP and recovery codes (ported from
exio's and macaw's Accounts.Totp, which are the same rules), on the
macaw_auth_users row and in macaw_auth_recovery_codes.
Call these through Macaw.Auth.Native (verify_second_factor/3,
enroll_confirm/3, disable/3), which puts every code check behind the
throttle; the functions here don't throttle.
	RFC 6238, through NimbleTOTP: SHA-1, six digits, 30-second
steps; a 160-bit (20-byte) random secret; a code is accepted for the
current step and one either side, so a clock a little off still
works.
	A code works once. The step a code was accepted for is stored
(totp_last_step), and a code is accepted only for a later step. The
write is conditional (UPDATE … WHERE totp_last_step < step,
claim_step/3), so of two submissions of one code racing each other,
the database lets exactly one through; the other updates no row and
is refused. Codes are compared with Plug.Crypto.secure_compare/2.
	The secret is sealed (Macaw.Auth.Native.Seal, AES-256-GCM under
the configured sealing_key, bound to the user's id). It leaves this
module only from enroll_begin/2, for the enrollment page's QR code.
	Enrollment is pending until confirmed. enroll_begin/2 stores a
sealed secret with totp_enabled_at nil, and returns the same secret
on a reload; enroll_confirm/3 with a valid code enables it and
returns ten recovery codes, shown once.
	Recovery codes: ten, each ten characters of an alphabet without
look-alikes (no 0, O, 1 or I), shown in two groups of five
(ABCDE-FGHJK), stored only as SHA-256, each spent by deleting its
row conditionally. Regenerating replaces them all.
	Input is normalized: spaces and dashes removed, letters upper
case.
	Policy (totp_required, Macaw.Auth.Native.Config) decides
status/2: :enrolled, else :required when policy requires one,
else :none.

Every function honors :now (a DateTime). Telemetry
[:macaw_auth, :native, :second_factor]: %{count: 1} with
%{event: :enrollment_started | :enrolled | :verified | :recovery_code_used | :refused | :disabled | :reset | :recovery_codes_regenerated, user_id: id}; never a secret or a code.

      


      
        Summary


  
    Types
  


    
      
        user()

      


    





  
    Functions
  


    
      
        admin_reset(user, opts \\ [])

      


        An administrator clears a user's second factor (a lost device), enrolled
or pending, and revokes every session of theirs
(Macaw.Auth.Native.Sessions.revoke_all/3, so their open pages
disconnect): they sign in again, and enroll again if policy requires.
:ok. Option :announce (default true): false revokes without
telling open pages, for a process that is not the app's node.



    


    
      
        claim_step(repo, user_id, step)

      


        Records step as the user's last accepted one, only if it is later than
the one stored: :ok, or :replayed when it isn't (another submission
of the same code, or of an earlier one, got there first). The guard is
the update's own WHERE, so it holds however many callers race.



    


    
      
        code(secret, time)

      


        The six-digit code for secret at time (unix seconds or a DateTime).



    


    
      
        disable(user, code, opts \\ [])

      


        The user turns their second factor off, proving it with a current code
or a recovery code: :ok (the secret and recovery codes are deleted), or
{:error, :invalid_code | :required}, :required when policy requires
one (an administrator's admin_reset/2 then).



    


    
      
        enroll_begin(user, opts \\ [])

      


        Starts, or resumes, enrollment: {:ok, %{secret: binary, uri: otpauth}}
(the URI for a QR code, its label issuer:username), or
{:error, :already_enrolled | :not_found}. Not yet active: a pending
enrollment changes nothing at sign-in until enroll_confirm/3. A
pending secret is kept, so a reload shows the same code.



    


    
      
        enroll_confirm(user, code, opts \\ [])

      


        Confirms a pending enrollment with a valid code: {:ok, recovery_codes}
(shown once; never retrievable again), or {:error, :invalid_code | :not_started | :already_enrolled}. The confirming code's step is
recorded, so it can't then be used to sign in.



    


    
      
        normalize(code)

      


        A submitted code with spaces and dashes removed and letters upper case.



    


    
      
        recovery_codes_left(user)

      


        How many unspent recovery codes the user has.



    


    
      
        regenerate_recovery_codes(user, opts \\ [])

      


        Replaces an enrolled user's recovery codes: {:ok, codes} (the new
ones, shown once; the old ones no longer work), or
{:error, :not_enrolled}.



    


    
      
        required?(user_record, config)

      


        Whether policy (totp_required) requires a second factor of this user.



    


    
      
        status(record, config)

      


        The contract's second_factor for a row: :enrolled, :required or :none.



    


    
      
        step(time)

      


        The step (div(unix seconds, 30)) a time falls in.



    


    
      
        verify(user, code, opts \\ [])

      


        Checks a TOTP code or an unspent recovery code of an enrolled user. :ok
spends it: the step, or the recovery code, never works again. Otherwise
{:error, :invalid_code}, the same whatever was wrong (not enrolled, a
wrong code, a replayed one).



    





      


      
        Types


        


  
    
      
    
    
      user()



        
          
        

    

  


  

      

          @type user() :: Macaw.Auth.User.t() | Macaw.Auth.Native.UserRecord.t() | Ecto.UUID.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      admin_reset(user, opts \\ [])



        
          
        

    

  


  

      

          @spec admin_reset(user(), keyword()) :: :ok


      


An administrator clears a user's second factor (a lost device), enrolled
or pending, and revokes every session of theirs
(Macaw.Auth.Native.Sessions.revoke_all/3, so their open pages
disconnect): they sign in again, and enroll again if policy requires.
:ok. Option :announce (default true): false revokes without
telling open pages, for a process that is not the app's node.

  



  
    
      
    
    
      claim_step(repo, user_id, step)



        
          
        

    

  


  

      

          @spec claim_step(module(), Ecto.UUID.t(), integer()) :: :ok | :replayed


      


Records step as the user's last accepted one, only if it is later than
the one stored: :ok, or :replayed when it isn't (another submission
of the same code, or of an earlier one, got there first). The guard is
the update's own WHERE, so it holds however many callers race.

  



  
    
      
    
    
      code(secret, time)



        
          
        

    

  


  

      

          @spec code(binary(), integer() | DateTime.t()) :: String.t()


      


The six-digit code for secret at time (unix seconds or a DateTime).

  



    

  
    
      
    
    
      disable(user, code, opts \\ [])



        
          
        

    

  


  

      

          @spec disable(user(), term(), keyword()) :: :ok | {:error, :invalid_code | :required}


      


The user turns their second factor off, proving it with a current code
or a recovery code: :ok (the secret and recovery codes are deleted), or
{:error, :invalid_code | :required}, :required when policy requires
one (an administrator's admin_reset/2 then).

  



    

  
    
      
    
    
      enroll_begin(user, opts \\ [])



        
          
        

    

  


  

      

          @spec enroll_begin(user(), keyword()) ::
  {:ok, %{secret: binary(), uri: String.t()}}
  | {:error, :already_enrolled | :not_found}


      


Starts, or resumes, enrollment: {:ok, %{secret: binary, uri: otpauth}}
(the URI for a QR code, its label issuer:username), or
{:error, :already_enrolled | :not_found}. Not yet active: a pending
enrollment changes nothing at sign-in until enroll_confirm/3. A
pending secret is kept, so a reload shows the same code.

  



    

  
    
      
    
    
      enroll_confirm(user, code, opts \\ [])



        
          
        

    

  


  

      

          @spec enroll_confirm(user(), String.t(), keyword()) ::
  {:ok, [String.t()]}
  | {:error, :invalid_code | :not_started | :already_enrolled}


      


Confirms a pending enrollment with a valid code: {:ok, recovery_codes}
(shown once; never retrievable again), or {:error, :invalid_code | :not_started | :already_enrolled}. The confirming code's step is
recorded, so it can't then be used to sign in.

  



  
    
      
    
    
      normalize(code)



        
          
        

    

  


  

      

          @spec normalize(term()) :: String.t()


      


A submitted code with spaces and dashes removed and letters upper case.

  



  
    
      
    
    
      recovery_codes_left(user)



        
          
        

    

  


  

      

          @spec recovery_codes_left(user()) :: non_neg_integer()


      


How many unspent recovery codes the user has.

  



    

  
    
      
    
    
      regenerate_recovery_codes(user, opts \\ [])



        
          
        

    

  


  

      

          @spec regenerate_recovery_codes(user(), keyword()) ::
  {:ok, [String.t()]} | {:error, :not_enrolled}


      


Replaces an enrolled user's recovery codes: {:ok, codes} (the new
ones, shown once; the old ones no longer work), or
{:error, :not_enrolled}.

  



  
    
      
    
    
      required?(user_record, config)



        
          
        

    

  


  

      

          @spec required?(Macaw.Auth.Native.UserRecord.t(), Macaw.Auth.Native.Config.t()) ::
  boolean()


      


Whether policy (totp_required) requires a second factor of this user.

  



  
    
      
    
    
      status(record, config)



        
          
        

    

  


  

      

          @spec status(Macaw.Auth.Native.UserRecord.t(), Macaw.Auth.Native.Config.t()) ::
  :none | :enrolled | :required


      


The contract's second_factor for a row: :enrolled, :required or :none.

  



  
    
      
    
    
      step(time)



        
          
        

    

  


  

      

          @spec step(integer() | DateTime.t()) :: integer()


      


The step (div(unix seconds, 30)) a time falls in.

  



    

  
    
      
    
    
      verify(user, code, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(user(), term(), keyword()) :: :ok | {:error, :invalid_code}


      


Checks a TOTP code or an unspent recovery code of an enrolled user. :ok
spends it: the step, or the recovery code, never works again. Otherwise
{:error, :invalid_code}, the same whatever was wrong (not enrolled, a
wrong code, a replayed one).

  


        

      


  

    
Macaw.Auth.Native.UserCommands 
    



      
The user commands of mix macaw_auth.user and of the release entry
points (Macaw.Auth.Native.Release), one implementation for both:
list
add NAME --role R [--role R…]
disable NAME
enable NAME
password NAME
roles NAME R…
reset-second-factor NAME
and the release's bootstrap NAME --role R (bootstrap/3).
Each runs Macaw.Auth.Native's own user functions and answers
{:ok, objects}, printed one JSON object per line, or
{:error, message}: a user's mistake is an answer, never a raise.
A password never comes from the command line, where ps and shell
history show it: add, password and bootstrap take it from an
environment variable, named by the caller (:password_var), and refuse
a --password, --password=… or -p among the arguments. No message
repeats an argument it didn't understand, which may be a password typed
in the wrong place; the only word a message repeats is a user's name.

      


      
        Summary


  
    Functions
  


    
      
        bootstrap(argv, password, opts)

      


        bootstrap NAME --role R, the words after bootstrap: the first admin,
made by Macaw.Auth.Native.bootstrap_admin/1 only when no user exists.
{"ok": true, "created": NAME, "role": R}, or, when any user exists,
{"ok": true, "created": null, "reason": "a user already exists"}.



    


    
      
        run(argv, password, opts)

      


        Runs one user command: argv its words, password the value of the
password's environment variable (or nil). Options: :password_var,
the variable's name, for messages; :announce, passed to the functions
that revoke sessions (false in a process that is not the app's node).
The repo is started first when it isn't running (start/0).



    


    
      
        start()

      


        Makes ready what the commands need, in a process that has the app's
configuration but runs nothing of it (a mix task, a release's eval):
the native backend's configuration (Macaw.Auth.Native.Config.fetch/0;
a fault is {:error, message}) and its repo, started without query
logging, so nothing but the answer reaches stdout and no query's
parameters (a password's hash) reach a log. A running repo is used as it
is.



    


    
      
        usage()

      


        The commands' usage, as an error names it after usage:.



    





      


      
        Functions


        


  
    
      
    
    
      bootstrap(argv, password, opts)



        
          
        

    

  


  

      

          @spec bootstrap([String.t()], String.t() | nil, keyword()) ::
  {:ok, [map()]} | {:error, String.t()}


      


bootstrap NAME --role R, the words after bootstrap: the first admin,
made by Macaw.Auth.Native.bootstrap_admin/1 only when no user exists.
{"ok": true, "created": NAME, "role": R}, or, when any user exists,
{"ok": true, "created": null, "reason": "a user already exists"}.

  



  
    
      
    
    
      run(argv, password, opts)



        
          
        

    

  


  

      

          @spec run([String.t()], String.t() | nil, keyword()) ::
  {:ok, [map()]} | {:error, String.t()}


      


Runs one user command: argv its words, password the value of the
password's environment variable (or nil). Options: :password_var,
the variable's name, for messages; :announce, passed to the functions
that revoke sessions (false in a process that is not the app's node).
The repo is started first when it isn't running (start/0).

  



  
    
      
    
    
      start()



        
          
        

    

  


  

      

          @spec start() :: :ok | {:error, String.t()}


      


Makes ready what the commands need, in a process that has the app's
configuration but runs nothing of it (a mix task, a release's eval):
the native backend's configuration (Macaw.Auth.Native.Config.fetch/0;
a fault is {:error, message}) and its repo, started without query
logging, so nothing but the answer reaches stdout and no query's
parameters (a password's hash) reach a log. A running repo is used as it
is.

  



  
    
      
    
    
      usage()



        
          
        

    

  


  

      

          @spec usage() :: String.t()


      


The commands' usage, as an error names it after usage:.

  


        

      


  

    
Macaw.Auth.Native.UserRecord 
    



      
A row of macaw_auth_users, the native backend's users, in the host's
repo (mix macaw_auth.gen.migration writes the table's migration).
	username is stored normalized (normalize_username/1: trimmed,
lower case), with a unique index, so Alice and alice are one
user on every database without a case-insensitive collation.

	hashed_password is nil for a directory user: the directory checks
their password, and the Password source does not know them.

	source names where the identity came from: "local" (the
Password source) or an LDAP source's name, which owns the row and
re-derives its roles at each sign-in.

	roles is {:array, :string}: a native array on Postgres, and on
SQLite a JSON text column, which ecto_sqlite3 encodes and decodes for
an array field itself. One migration serves both; no query needs to
look inside the list.

	disabled_at set means refused, whatever the password.

	extra holds what a source knows beyond these (an LDAP DN, its id
attribute, email) and the host's own fields.

	totp_secret_sealed, totp_enabled_at, totp_last_step: the second
factor (Macaw.Auth.Native.Totp), added by their own migration. The
secret is sealed (Macaw.Auth.Native.Seal), never stored as it is;
an enrollment is pending while totp_enabled_at is nil; the last
accepted step is what makes a code single-use. None of them is cast
by changeset/2: only Totp writes them, each by a conditional
update.



      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(record, attrs)

      


        A changeset for a new or changed user; the username is normalized.



    


    
      
        normalize_username(input)

      


        A username trimmed and lower-cased: {:ok, name}, or
{:error, :invalid_username} unless it is 1–64 characters of
[a-z0-9._@+-], starting with a letter or digit. Nothing else is
rewritten, so two distinct inputs never become one user.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Macaw.Auth.Native.UserRecord{
  __meta__: term(),
  disabled_at: term(),
  display_name: term(),
  extra: term(),
  hashed_password: term(),
  id: term(),
  inserted_at: term(),
  must_change_password: term(),
  roles: term(),
  source: term(),
  totp_enabled_at: term(),
  totp_last_step: term(),
  totp_secret_sealed: term(),
  updated_at: term(),
  username: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(record, attrs)



        
          
        

    

  


  

      

          @spec changeset(t(), map()) :: Ecto.Changeset.t()


      


A changeset for a new or changed user; the username is normalized.

  



  
    
      
    
    
      normalize_username(input)



        
          
        

    

  


  

      

          @spec normalize_username(term()) :: {:ok, String.t()} | {:error, :invalid_username}


      


A username trimmed and lower-cased: {:ok, name}, or
{:error, :invalid_username} unless it is 1–64 characters of
[a-z0-9._@+-], starting with a letter or digit. Nothing else is
rewritten, so two distinct inputs never become one user.

  


        

      


  

    
Macaw.Auth.Plug 
    



      
The request side of Macaw.Auth, for a Phoenix router.
import Macaw.Auth.Plug

pipeline :browser do
  plug :fetch_session
  plug :fetch_flash
  plug Macaw.Plug.ClientIp, trusted_proxies: [...]
  plug :fetch_current_user
end

pipeline :signed_in do
  plug :require_authenticated
end
fetch_current_user/2 assigns :current_user, :current_session and
:pending_step (all nil when signed out). require_authenticated/2 sends
a signed-out visitor to the sign-in page (remembering where a GET was
going) and a session that owes a step to that step's page; only the
step's page and sign-out are reachable meanwhile.
The second factor's page calls verify_second_factor/2 with the
submitted code; enrollment's page, after the backend confirms it,
complete_step(conn, :second_factor_enroll).
Run Macaw.Plug.ClientIp before these, so a session records, and the
throttle counts, the client's address, not a proxy's. Run fetch_flash
before require_role/2 and authorize/2, or their refusal goes home
without saying why.
Remembering a browser. log_in(conn, user, remember: true) (a
"remember me" box) also sets a signed cookie holding the session's token
(remember_cookie/0, config :macaw_auth, remember_cookie:), which
fetch_current_user/2 reads when the session has none, after the
browser closed. It lives for the backend's idle limit, set again each
time the backend records the session's use, is http_only
and same_site: "Lax", and is secure exactly when the request is
https; no setting turns that off. It dies with its session: a revoked
or expired session's token no longer resolves, and log_out/1 deletes
it. Behind a TLS-terminating proxy, make the request's scheme the
client's (Plug.RewriteOn with :x_forwarded_proto), or the cookie goes
out without secure. The session cookie is the host's (its endpoint's
Plug.Session options); set secure: true there for an https site, as
this cookie does by itself.
LiveView sockets. log_in/3 puts the session's live_socket_id
(Macaw.Auth.live_socket_id/1) in the session, so Phoenix names the
session's LiveView sockets by it. With config :macaw_auth, endpoint: MyAppWeb.Endpoint, every revocation (Macaw.Auth.revoke/2, log_out/1)
broadcasts "disconnect" on it and Phoenix drops those sockets; without
:endpoint the hooks' own guard (Macaw.Auth.Live) takes the pages away.
Redirects are Phoenix.Controller.redirect/2's, behind this module's own
check that the target is a path on this site (site_path?/1). A
remembered path came from a request, and Phoenix raises on one that
isn't safe, so anything else goes home instead: it neither leaves the
site nor fails the request.

      


      
        Summary


  
    Functions
  


    
      
        authenticate(conn, credentials, opts \\ [])

      


        Checks credentials as Macaw.Auth.authenticate/2 does, passing the
client's address (conn.remote_ip, the client's after
Macaw.Plug.ClientIp) as :remote_ip, for the backend's throttle.



    


    
      
        authorize(conn, action)

      


        Asks the app's authorizer (Macaw.Auth.authorize/3) whether the current
user may do action, and refuses as require_role/2 does: home, with an
error flash when the pipeline ran fetch_flash. A signed-out visitor is
sent to sign in, as require_role/2 sends one, remembering where a GET
was going. With no authorizer configured, every request is refused.



    


    
      
        complete_step(conn, step)

      


        Records a step the current session completed and sends it on: to the next
step, else where it was going. A session that no longer exists (revoked
meanwhile) is logged out.



    


    
      
        continue(conn)

      


        Sends the browser to the session's next step, or where it was going.



    


    
      
        fetch_current_user(conn, opts)

      


        Assigns the signed-in user, session and pending step, or nils.



    


    
      
        log_in(conn, user, opts \\ [])

      


        Starts a session for a user who passed Macaw.Auth.authenticate/2: the
old session is renewed (no fixation), the token stored with the
session's live_socket_id (Macaw.Auth.live_socket_id/1), and the
browser sent to the step the session owes, else where it was going,
else home.



    


    
      
        log_out(conn)

      


        Revokes the session (telling its open pages, and with :endpoint
disconnecting its LiveView sockets), renews the session, deletes the
remember cookie, and goes to sign in.



    


    
      
        redirect_if_signed_in(conn, opts)

      


        Sends a signed-in visitor away from the sign-in page.



    


    
      
        remember_cookie()

      


        The remember cookie's name: config :macaw_auth, remember_cookie:,
default "_macaw_auth_remember".



    


    
      
        require_authenticated(conn, opts)

      


        Sends a signed-out visitor to sign in, and a session owing a step to that
step's page.



    


    
      
        require_role(conn, roles)

      


        Sends a user with none of roles home, with an error flash when the
pipeline ran fetch_flash (without it, home with no message). A
signed-out visitor is sent to sign in instead, remembering where a GET
was going, as require_authenticated/2 does. What a role allows is the
app's to decide; this only checks membership.



    


    
      
        site_path?(path)

      


        Whether path is a path on this site that Phoenix.Controller.redirect/2
accepts: one leading slash, then none of a backslash, a tab or a line
break.



    


    
      
        token_key()

      


        The session key holding the token, for hosts that need it (LiveView's session).



    


    
      
        verify_second_factor(conn, code)

      


        Checks a second-factor code for the current session, passing the
client's address for the backend's throttle. On success the
:second_factor step is complete and the browser goes on, to the next
step or where it was going: {:ok, conn} (redirected, halted). On a
refusal the conn stays for the app's page to render the reason:
{:error, reason, conn} (:invalid_code, :throttled, or the
session's own refusal), and with no current session
{:error, :invalid, conn}.



    





      


      
        Functions


        


    

  
    
      
    
    
      authenticate(conn, credentials, opts \\ [])



        
          
        

    

  


  

Checks credentials as Macaw.Auth.authenticate/2 does, passing the
client's address (conn.remote_ip, the client's after
Macaw.Plug.ClientIp) as :remote_ip, for the backend's throttle.

  



  
    
      
    
    
      authorize(conn, action)



        
          
        

    

  


  

Asks the app's authorizer (Macaw.Auth.authorize/3) whether the current
user may do action, and refuses as require_role/2 does: home, with an
error flash when the pipeline ran fetch_flash. A signed-out visitor is
sent to sign in, as require_role/2 sends one, remembering where a GET
was going. With no authorizer configured, every request is refused.
plug :authorize, :manage
plug :authorize, {:edit, resource: &MyAppWeb.Posts.post/1}
The resource is what the :resource option's function (a remote capture,
&Mod.fun/1, so the plug's options compile) gives of the conn, else nil.
It is asked only of a signed-in request.

  



  
    
      
    
    
      complete_step(conn, step)



        
          
        

    

  


  

Records a step the current session completed and sends it on: to the next
step, else where it was going. A session that no longer exists (revoked
meanwhile) is logged out.

  



  
    
      
    
    
      continue(conn)



        
          
        

    

  


  

Sends the browser to the session's next step, or where it was going.

  



  
    
      
    
    
      fetch_current_user(conn, opts)



        
          
        

    

  


  

Assigns the signed-in user, session and pending step, or nils.
The token is the session's; only when the session has none is it read
from the remember cookie, and then, if it resolves, put back into the
session (renewed, with the session's live_socket_id) and the cookie
re-issued for another idle limit. A refused token is deleted from the
session, and a refused remembered one from the cookie too.
When the backend records the session's use on this request (its touch,
at most its interval), a remember cookie the browser sent for this
session is set again too, for a fresh idle limit: a browser kept open
past the idle limit keeps its cookie as long as its session lives. A
browser that sent none never gets one here.

  



    

  
    
      
    
    
      log_in(conn, user, opts \\ [])



        
          
        

    

  


  

Starts a session for a user who passed Macaw.Auth.authenticate/2: the
old session is renewed (no fixation), the token stored with the
session's live_socket_id (Macaw.Auth.live_socket_id/1), and the
browser sent to the step the session owes, else where it was going,
else home.
remember: true also sets the remember cookie (remember_cookie/0):
signed, holding the token, for the backend's idle limit
(Macaw.Auth.session_idle_seconds/1), http_only, same_site: "Lax",
and secure exactly when the request is https. Without it, a remember
cookie the browser sent is deleted. Other opts go to
Macaw.Auth.create_session/2.
When the backend refuses the session ({:error, :invalid}: the user no
longer exists), the sign-in fails: back to the sign-in page, with an
error flash when the pipeline ran fetch_flash, and neither the session
nor any cookie touched.

  



  
    
      
    
    
      log_out(conn)



        
          
        

    

  


  

Revokes the session (telling its open pages, and with :endpoint
disconnecting its LiveView sockets), renews the session, deletes the
remember cookie, and goes to sign in.

  



  
    
      
    
    
      redirect_if_signed_in(conn, opts)



        
          
        

    

  


  

Sends a signed-in visitor away from the sign-in page.

  



  
    
      
    
    
      remember_cookie()



        
          
        

    

  


  

      

          @spec remember_cookie() :: String.t()


      


The remember cookie's name: config :macaw_auth, remember_cookie:,
default "_macaw_auth_remember".

  



  
    
      
    
    
      require_authenticated(conn, opts)



        
          
        

    

  


  

Sends a signed-out visitor to sign in, and a session owing a step to that
step's page.

  



  
    
      
    
    
      require_role(conn, roles)



        
          
        

    

  


  

Sends a user with none of roles home, with an error flash when the
pipeline ran fetch_flash (without it, home with no message). A
signed-out visitor is sent to sign in instead, remembering where a GET
was going, as require_authenticated/2 does. What a role allows is the
app's to decide; this only checks membership.

  



  
    
      
    
    
      site_path?(path)



        
          
        

    

  


  

Whether path is a path on this site that Phoenix.Controller.redirect/2
accepts: one leading slash, then none of a backslash, a tab or a line
break.

  



  
    
      
    
    
      token_key()



        
          
        

    

  


  

The session key holding the token, for hosts that need it (LiveView's session).

  



  
    
      
    
    
      verify_second_factor(conn, code)



        
          
        

    

  


  

      

          @spec verify_second_factor(Plug.Conn.t(), term()) ::
  {:ok, Plug.Conn.t()} | {:error, atom(), Plug.Conn.t()}


      


Checks a second-factor code for the current session, passing the
client's address for the backend's throttle. On success the
:second_factor step is complete and the browser goes on, to the next
step or where it was going: {:ok, conn} (redirected, halted). On a
refusal the conn stays for the app's page to render the reason:
{:error, reason, conn} (:invalid_code, :throttled, or the
session's own refusal), and with no current session
{:error, :invalid, conn}.
def create(conn, %{"code" => code}) do
  case Macaw.Auth.Plug.verify_second_factor(conn, code) do
    {:ok, conn} -> conn
    {:error, reason, conn} -> render(conn, :new, error: reason)
  end
end

  


        

      


  

    
Macaw.Auth.Session 
    



      
One signed-in session, as every backend reports it.
The client holds only the session's token; the backend stores no more
than a hash of it. An open LiveView holds the session's id, never its
token, and re-checks it by id.
second_factor_passed is false between a password and a second factor;
completed_steps lists the steps the session has finished
(Macaw.Auth.pending_step/2).
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          @type t() :: %Macaw.Auth.Session{
  completed_steps: [Macaw.Auth.step()],
  created_at: DateTime.t() | nil,
  id: term(),
  last_used_at: DateTime.t() | nil,
  remote_ip: String.t() | nil,
  second_factor_passed: boolean(),
  user_agent: String.t() | nil,
  user_id: term()
}


      



  


        

      


  

    
Macaw.Auth.Specs.Throttle 
    



      
Macaw.Auth.Native.Throttle as a model (spec/10 §7): the table of failures, shared by
every sign-in in flight, and what each call does to it.
State. table is the ETS table, row for row: a set of {key, failures, last},
where a key is {:user, u} or {:ip, a} and last is the last-failure time. now is
the clock. proc is each sign-in in flight: :idle, or admitted at ts and verifying
its password, or part-way through recording its failure. Two history variables record
a broken rule once it has happened: early_admit and address_lowered. truth is a
ghost, the table as the throttle's rules define it: for each key, the failures counted
since its last reset, and the latest of their times. The invariants hold the table to it.
Actions. attempt(p, u, a): Throttle.check/3 at now admits a sign-in from
address a (:none is a caller with no address); the model has no refused attempt,
since a refusal changes nothing. succeed(p): Throttle.success/1. fail(p):
Throttle.failure/3 with the time the sign-in was admitted at, which may be older than
now and older than another sign-in's failure. tick(d): time passes. sweep:
Throttle.sweep/1 at now.
What is abstracted. A failure updates its keys one after another; the model
updates them in one step. Every operation reads and writes one key alone (a sweep
decides each key on its own row), so the order across keys changes nothing a key's
own history shows. Within a key, the steps are kept as the code takes them. A check
reads its keys in one step. A check and the failure that follows it are separate
steps, as in the code: concurrent sign-ins can all be admitted before any of their
failures is counted.
Time is a bounded integer (horizon), advanced by ticks. The constants are the
code's (five free failures, a second, 15 minutes, a day) when the model is run against
the code, and a scaled instance (one free failure, waits of 1 and 2, a sweep after 3)
when it is checked exhaustively: the rules are the same, and the scaled waits keep the
state space small. max_failures bounds the failures counted on a key: an attempt
starts only on keys below it.
Three constants select the design (the default) or a defect, and the tests in
test/macaw/auth/specs/ prove the checker finds each:
	atomic_stamp - a failure counts and stamps its key in one atomic step, keeping
the later of the row's time and its own. false is the code as it shipped: an
update_counter, then an update_element that writes its own time.
	atomic_increment - the count is an atomic increment. false is a lookup, then
an insert, as a naive table would do.
	success_resets_address - false: a success forgets the username's count only.
true forgets the address's too.


      


      
        Summary


  
    Functions
  


    
      
        __tla_spec__()

      


        The compiled specification (ExTLA.Spec.Compiled).



    


    
      
        attempt_keys(u, a)

      


    


    
      
        below?(rows, keys, max)

      


    


    
      
        count(rows, key)

      


    


    
      
        count_all(rows, keys, ts)

      


    


    
      
        delay(n, free, base, cap)

      


    


    
      
        drop(rows, key)

      


    


    
      
        last(rows, key)

      


    


    
      
        lowers_address?(before, after_success)

      


    


    
      
        phase(in_flight)

      


    


    
      
        record_all(rows, keys, ts)

      


    


    
      
        remaining(rows, keys, now, free, base, cap)

      


    


    
      
        row(rows, key)

      


    


    
      
        settled_keys(table, truth, proc)

      


    


    
      
        stamp_all(rows, keys, ts)

      


    


    
      
        succeed_rows(rows, u, a, resets_address)

      


    


    
      
        sweep_rows(rows, cutoff)

      


    


    
      
        write_all(rows, keys, read, ts)

      


    





      


      
        Functions


        


  
    
      
    
    
      __tla_spec__()



        
          
        

    

  


  

The compiled specification (ExTLA.Spec.Compiled).

  



  
    
      
    
    
      attempt_keys(u, a)



        
          
        

    

  


  


  



  
    
      
    
    
      below?(rows, keys, max)



        
          
        

    

  


  


  



  
    
      
    
    
      count(rows, key)



        
          
        

    

  


  


  



  
    
      
    
    
      count_all(rows, keys, ts)



        
          
        

    

  


  


  



  
    
      
    
    
      delay(n, free, base, cap)



        
          
        

    

  


  


  



  
    
      
    
    
      drop(rows, key)



        
          
        

    

  


  


  



  
    
      
    
    
      last(rows, key)



        
          
        

    

  


  


  



  
    
      
    
    
      lowers_address?(before, after_success)



        
          
        

    

  


  


  



  
    
      
    
    
      phase(in_flight)



        
          
        

    

  


  


  



  
    
      
    
    
      record_all(rows, keys, ts)



        
          
        

    

  


  


  



  
    
      
    
    
      remaining(rows, keys, now, free, base, cap)



        
          
        

    

  


  


  



  
    
      
    
    
      row(rows, key)



        
          
        

    

  


  


  



  
    
      
    
    
      settled_keys(table, truth, proc)



        
          
        

    

  


  


  



  
    
      
    
    
      stamp_all(rows, keys, ts)



        
          
        

    

  


  


  



  
    
      
    
    
      succeed_rows(rows, u, a, resets_address)



        
          
        

    

  


  


  



  
    
      
    
    
      sweep_rows(rows, cutoff)



        
          
        

    

  


  


  



  
    
      
    
    
      write_all(rows, keys, read, ts)



        
          
        

    

  


  


  


        

      


  

    
Macaw.Auth.User 
    



      
The signed-in user, as every backend reports it.
	id: the backend's id, stable for the account's life.
	username: what the person signs in with.
	display_name: how the app shows them.
	roles: the roles the app's authorization reads, as strings. The
library only checks membership (Macaw.Auth.Plug.require_role/2); what
a role allows is the app's.
	source: where the identity came from ("local", an LDAP source's
name, an OAuth provider).
	disabled: a disabled user has no live session.
	second_factor: :none, :enrolled, or :required (policy demands
one the user hasn't enrolled).
	must_change_password: the next step is a password change.
	extra: the backend's or app's own fields, untouched by the library.
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          @type t() :: %Macaw.Auth.User{
  disabled: boolean(),
  display_name: String.t() | nil,
  extra: map(),
  id: term(),
  must_change_password: boolean(),
  roles: [String.t()],
  second_factor: :none | :enrolled | :required,
  source: String.t() | nil,
  username: String.t()
}


      



  


        

      


  

    
Macaw.Auth.Native.Config.Error exception
    



      
A fault in the native backend's configuration, named.

      




  

    
Macaw.Auth.Native.SealingKeyError exception
    



      
The sealing key is missing, too short, or not the one a stored value was
sealed with. The message names the fault, never the key.

      




  

    
mix macaw_auth.gen.migration 
    



      
Writes the migrations that create the native backend's tables into the
host's migrations, one file each:
	create_macaw_auth_users: macaw_auth_users
(Macaw.Auth.Native.UserRecord);

	create_macaw_auth_sessions: macaw_auth_sessions
(Macaw.Auth.Native.SessionRecord), referencing the users;

	add_macaw_auth_second_factor: the second factor's columns on
macaw_auth_users and the macaw_auth_recovery_codes table
(Macaw.Auth.Native.Totp, Macaw.Auth.Native.RecoveryCodeRecord).
  mix macaw_auth.gen.migration
  mix macaw_auth.gen.migration --repo MyApp.Repo --migrations-path priv/repo/migrations


The repo's name is --repo, else the configured one (config :macaw_auth, Macaw.Auth.Native, repo: MyApp.Repo); it is only written
into the files as text. The path defaults to priv/repo/migrations.
Each has its own file, and the task writes only those not yet there: a
host that has the users and sessions migrations gets the second
factor's added after them, and a host that has all three is refused, so
no table or column is ever created twice. Files are timestamped like mix ecto.gen.migration's,
one second apart, so they run in order.
The migrations are plain DDL the host owns and can read, and they are
the ones this library's own tests run against SQLite, so what ships is
what is tested. They work on Postgres and SQLite alike: the array
columns are {:array, :string}, a native array on Postgres and JSON
text on SQLite.

      




  

    
mix macaw_auth.ldap.check 
    



      
Runs an LDAP source's sign-in flow for a user without signing them in,
and prints how each step went (connect, TLS, finding the DN, bind,
attributes, groups, required group, roles), stopping at the first that
failed:
MACAW_AUTH_CHECK_PASSWORD='…' mix macaw_auth.ldap.check nas alice
The password comes from the MACAW_AUTH_CHECK_PASSWORD environment
variable, never the command line, where ps and shell history would
show it; it appears nowhere in the output. The source is one of
config :macaw_auth, Macaw.Auth.Native, sources: [...], by name. Exits
non-zero when a step failed.

      




  

    
mix macaw_auth.user 
    



      
Administers the native backend's users, against the configured repo:
mix macaw_auth.user list
MACAW_AUTH_USER_PASSWORD='…' mix macaw_auth.user add NAME --role R [--role R…]
mix macaw_auth.user disable NAME
mix macaw_auth.user enable NAME
MACAW_AUTH_USER_PASSWORD='…' mix macaw_auth.user password NAME
mix macaw_auth.user roles NAME R…
mix macaw_auth.user reset-second-factor NAME
The output is one JSON object per line on stdout, as the release entry
points' (Macaw.Auth.Native.Release) is. An error is one JSON object,
{"ok": false, "error": "…"}, on stderr, and the task exits with status 1.
The password comes from the MACAW_AUTH_USER_PASSWORD environment
variable, never the command line, where ps and shell history would
show it; a --password or -p among the arguments is refused. It
appears nowhere in the output.
password and reset-second-factor revoke the user's sessions; this
task runs apart from the app, so their open pages leave at their next
re-check rather than at once. The commands are
Macaw.Auth.Native.UserCommands.
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